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Objetivo del Taller

Vision diferente de la proporcionada por los Medios de Comunicacion

Fin principal: Proporcionar Privacidad y Anonimato
Desmitificar falsos mitos

Ensefar la parte tedrica y practica del uso de TOR
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Estructura del Taller

1. Introduccidn a las redes andnimas
2. Nodos, Circuitos y Descriptores

3. Hidden Services

4. Usos Avanzados
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Bloque 1

Introduccion de las redes anonimas
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Todos conocemos esta imagen

- FTP Servers

- Google Locked Results
- Honeypots

- Loaded Web Servers

- Jailbait Porn

- Most of the Internet

Proxy required after this point...

- "On the Vanilla" Sources - FOIE Archives
- Heavy Jailbait - Suicides
Light CP - Raid Information
- Gore - Computer Security
- Sex Tapes - XSS Worm Scripting
- Celebrity Scandals - FTP Servers (Specific)
- VIP Gossip - Mathmatics Research
- Hackers - Supercomputing
- Script Kiddies - Visual Processing
- Virus Information - Virtual Reality (Specific)

Tor required after this point...

- Eliza Data Information - Microsoft Data Secure Networks
- Hacking Groups FTP - Assembly Programmer's Guild
- Node Transfers - Shell Networking

Data Analysis Al Theorisists

Post Date Generation - Cosmologists/MIT

Hardcandy Assassination Box

Onion IB Headhunters

Hidden Wiki Bounty Hunters

Candycane Illegal Games Hunters

Banned Videos Rare Animal Trade

Banned Movies - Hard Drugs Trade

Banned Books - Human Trafficking

Questionable Visual Materials Corporate Exchange

Personal Records Multi-Billion Dollar Deals
- "Line of Blood" Locations Most of the Black Market

- The day you get here, is the day OP is no longer a faggot.




Empieza la cuenta atras

- FTP Servers
- Google Locked Results
- Honeypots
Loaded Web Servers
Jailbait Porn
Most of the Internet

Proxy required after this point...

"On the Vanilla” Sources
Heavy Jailbait
Light CP

- Gore

- Sex Tapes

- Celebrity Scandals

- VIP Gossip

- Hackers

- Script Kiddies

- Virus Information

- FOIE Archives

- Suicides

- Raid Information

- Computer Security

- XSS Worm Scripting

- FTP Servers (Specific)

- Mathmatics Research

- Supercomputing

- Visual Processing

- Virtual Reality (Specific)

Tor required after this point...

- Eliza Data Information
Hacking Groups FTP

- Node Transfers
Data Analysis
Post Date Generation

Hardcandy
Onion IB
Hidden Wiki
Candycane
Banned Videos
Banned Movies
Banned Books
Questionable Visual Materials
Personal Records
- "Line of Blood" Locations

Microsoft Data Secure Networks
- Assembly Programmer's Guild
- Shell Networking

Al Theorisists
- Cosmologists/MIT

Assassination Box
Headhunters

Bounty Hunters

Illegal Games Hunters
Rare Animal Trade

Hard Drugs Trade
Human Trafficking
Corporate Exchange
Multi-Billion Dollar Deals
Most of the Black Market

- The day you get here, is the day OP is no longer a faggot.
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Desaprender.
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Surface / Deep / Dark Web

SURFABE WEB The World Wide Web

Accessible, Indexed
DEEP WEB Go g|€ C(;e’;esllrt;aljgxeYAHOO.'
DARK WEB

The Deep Web

Accessible, Non-indexed

The Dark Web

Restricted, Non-indexed

é
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Deep Web

Paginas web Dinamicas

Paginas blogueadas (Capcha, pragma no-cache, Robots.txt)

Sitios no linkados o enlazados

Sitios Privados (Acceso mediante usuario y contrasefia)

Paginas que el buscador decidid no indexar

Documentos con formatos no indexables

Indexados, pero no accesibles con criterios de busqueda convencionales
Sitios con nombres de dominio no controlados por IANA (Emercoin,
Namecoin, name.space ...)

s iNncibe

POR




Proxy Web Tor2Web

SURFABE WEB The World Wide Web

Accessible, Indexed
DEEP WEB Go g|€ C(;e’;esllrt;aljgxeYAHOO.'
DARK WEB

The Deep Web

Accessible, Non-indexed
2\\VEB

The Dark Web

Restricted, Non-indexed
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Desmintiendo el Iceberg

4% SurfacelNeh
96 % neen Weh

jtiinl:il:le_ 14
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Las 2 caras de la moneda: usos de TOR

SESESEEERRRERER
EEEEEREERRAR

[ [ [ [pIRfjv]afc]v] | 1|
SSSERERERRNAEER

Actividades

criminales

Anonimato
el
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Redes anonimas mas conocidas
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Cronologia redes anonimas

TIMELINE OF THE DEEP WEB

The Freenet The I12P
network started peer-to-peer
hosting static network was
content. developed from
the Freenet
network.

The Tor network
was developed
by the U.S. Naval
Research
Laboratory.
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Outproxy/Inproxy

Red Andnima

Servicios

Red Andnima

Servicios




Otras redes y herramientas

= H'H~O§"'“t'ﬁ ZeroNet

HORNET

High-speed Onion Routing at the Network Layer

T
ﬂfﬂ[

THE PRIVACY JERNIERMA[ 3
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Distribuciones Linux

Whonix

Anonymous Operating System

\
\) ‘
theamnesicincognitolivesystem

QUBES (0 L )

A REASONABLY SECURE OPERATING SYSTEM - tp '//

«—"—7—- B
Lightweight Portable Securlty

,37 ""’5;1 GroT: ;V;é g ",‘,,‘r,‘:g:;";- é"r‘k?“;g Tor-radeSk
3
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Routers con VPN -TOR / OnionPi / Tor Phone

a0
4

*\V
__ Super Private And Secure Version Of Android
w DEVELOPED BY TOR PROJECT

Tor Phone

BASED ON COPPERHEAD OS

sincib
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Enrutar trafico por TOR

Gateway
Access Point
Intahles
Anonyms - Linux

TorGhost - Linux

RedSocks — Linux

Tallow - Windows
Tortilla- UM

s iNncibe_
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Aplicaciones por Tor

Privoxy

Aplicacion Socks5

Aplicacion Socks5

TOrsocks
Proxychains

Torificar aplicaciones. Peticiones DNS Seguras.
Rechaza UDP

s iNncibe
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TOR en I0S y Android

0]5{)¢

Orbot: A Tor Browser for Android
r on Android

2

@ nhttps://torproject.org

@ https://guardianproject.info

. Red Onion - Tor-powered web browser for anonymous browsing and darknet
Onion Browser Por Omar Mody

De Mike Tlgas Abre iTunes para comprar y descargar Apps.

Ver mas de este desarrollador

Abre iTunes para comprar y descargar Apps o
. Descripcion

Descripcion

Onion Browse

Sitio web de Omar Mody » Soporte técnico de Red Onion — Tor-powered web browser for
anonymous browsing and darknet

Featured in 4

Guardian, Cult o Lo nuevo en la version 2.2

e requested features and

‘A Mobile Brows

desal

iPhone como para iPad

1.99¢€
Categoria: Uil Capturas de pantalla iPhone | iPad
Actualizado

Carrier ¥ 9:36 AM -

2]
redbrowser:home B = =] + New Tab

Gplex
Debes ser mayor de 17 afios
para descargar esta aplicacién.

ficceseweb no restingido Congratulations. This browser is configured to use

»incibe_ g,
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Origen de TOR

Proyecto Onion Routing (Laboratorio de investigacion naval de EEUU)

|
|
Patrocinado por la EFF (Electronic Frontier Fountation) hasta nov 2005
|
|

Tor project (Sin animo de lucro para la investigacion'y educacion)

Tor (The Onion Router) ha conseguido que la ICANN le conceda el TLD .onion, haciéndose asi
duefia del dominio .onion. ( en esta palabra hace mencidn a la forma de

enrutar que emplea la red Tor, denominado enrutado cebolla.

[a-z 2-7] x 16.0nion
dfhe345cnvkf8756.o0nion
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Obtener TOR. Alternativa GetTOR.Otros

What is GetTor?

GetTor is a service that provides alternative methods to download the Tor Browser, especially for people living in places with high levels of censorship, where access

to Tor Project’s website is restricted

How does it work?

The idea behind GetTor is very simple:

Step 1: Send a request to GetTor specifying your operating system (and optionally your locale).

Step 2: GetTor will send you back a reply with links to download Tor Browser from our supported providers.

Step 3: Download Tor Browser from one of the providers. When done, check the integrity of the downloaded files.

Step 4: If required, get some bridges

Channels

You can make requests to GetTor using different channels of communication and different locales. At the present moment, we support the following locales: English

(en), Farsi (fa), Chinese (zh), Turkish (tr), and the fallowing channels:

Email: you can make a request sending an email to gettorf
Quick example:

To get links for downloading Tor Browser in Farsi for Windows, send an email to get f org with the word windows in the body of the

message.

XMPP: you can make a request sending a message to gettord

Quick example:

Yu I I I To get links for downloading Tor Browser in Chinese for Linux, send a message to gettor( org with the words linux zh on it.

Twitter: you can make a request sending a direct message to @get_tor

Quick example:
To get links for downloading Tor Browser in English for OS X, send a direct message to @get ~ with the word osx on it (you don't need to follow the account).

sSources

https://gettor.torproject.org/

s iNncibe_ 26
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Guia Oficial TOR

Tor Browser User Manual

About Tor Browser
Learn what Tor Browser can do to protect your privacy and anonymity

Downloading
How to download Tor Browser

Running Tor Browser for the first time
Learn how to use Tor Browser for the first time

Circumvention
What to do if the Tor network is blocked

Managing identities
Learn how to control personally-identifying information in Tor Browser

Onion Services
Services that are only accessible using Tor

Secure Connections
Learn how to protect your data using Tor Browser and HTTPS

Security Slider
Configuring Tor Browser for security and usability

Updating
How to update Tor Browser

Plugins, add-ons and JavaScript
How Tor Browser handles add-ons, plugins and JavaScript

Troubleshooting
What to do if Tor Browser doesn't work

Uninstalling
How to remove Tor Browser from your system

tb-manual.torproject.org

W:i‘irlcibe_ 57
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Emulando TOR: Shadow y Chutney

an open-source network simulator/emulator hybrid

runs real applications like Tor and Bitcoin
over a simulated Internet topology

light-weight. efficient. scalable. parallelized. controllable, deterministic. accurate. modular. and more!

N

https://gitweb.torproject.org/chutney.git
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Sigaint / OnionShare / Tor Messenger

Tor
MESSENGER

p:/ Sigaintevthrsz.onion/
https://onionshare.org/ http:/ftorbox3uiotéwchz.onion/

sincib
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Vulnerabilidades en TOR

Hidden Services Need Some Love

https://blog.torproject.org/blog/hidden-services-need-some-love
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Practica

~_ Instalacionde Tor Browser.
-~ Instalacion InstanciaTOR

sincib
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Practica

~ Configuracion Red TOR y Nivel de
- Seguridaden Tor Browser
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Practica

Practica:

TOI’ I‘BSOlUB

s iNncibe
LA CONFIANZA DIGITAL



Practica

Practica:

~ Proxychains ngyTorsocks ;

sincibe_
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Practica

Pracuca

Tormcamlo una cunsnla
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Practica

Pracuca

Pumo e acceso TOR
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Bloque 2

Nodos, Circuitos y Descriptores
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Autoridades de directorio

Tor es una red centralizada y gestionada por un conjunto de servidores confiables.

Autoridades de directorio:
Garantizan el correcto funcionamiento de la red
Gestionan la configuracion de la red.
Gestionan Rendimiento de la red
Aportan Estadisticas
Generan el documento de consenso (Informacion nodos que forman la red TOR)

flag:Authority

Nickname Bandwidth  Uptime Country IP Flags DirPort Type
dizum 246 MB/s  10d 23h 194.109.206.212 °cA0MNG 443 80 Relay
maatuska 512KB/s  18d21h = 171.25193.9 cA0MNG 443 Relay

Bifroest 472.35 18d 2h 37.218.247.217 oL0MNG 443 80 Relay
KB/s

dannenberg 2.1 MB/s 1d 20h 193.23.244.244 °xA0MN0 443 80 Relay
tor26 76.8KB/s  17d 20m 86.59.21.38 cA0MNG 443 80 Relay

Faravahar 51484 4d 14h = 154.35 175.225 °A0MNG 3 80 Relay
KB/s

morial 512 KBfs 9d 11h = 128.31.0.34 oL0MNG Relay

longclaw 3891 KB/s  3d23h = 199.254 238 53 L0000 143 Relay

gabelmoo 4096 KB/s  9d 21h 131.188.40.189 °AOMNG 443 Relay

3 |Fll:||:lpE_ 39

] TRABAJANDO POR
LA CONFIANZA DIGITAL



Documento de Consenso
TOR CONSENSUS DOCUMENT

JORDAN-WRIGHT.GITHUB.IO/BLOG

DISSECTED CONSENSUS TVE'RS'OJI\E RAW il FIELDS EXPLANATION
ULL SPECIFICATION AT HTTPS//IT WEB TORPROUECT ORG/TORSPEC GIT/TREE IDR-SPECTXT rP’}E\THOD =
(/= EERATON
PREAMBLE
_ - KNOWN FLAGS
Hconsen '
https:iliconsensus-health.torproject.org/
RQUrTE,RS ENTRIES

Resumen proceso de votacién

1- Recibir 2 - Creacion de 3 - Computo 4 - Distribucién

Descriptores

Cada nodo genera un
descriptor con sus
datos (Nombre,Ip,50..) y
lo envia a cada
Autoridad de Directorio

Status-Vote

Cada Autoridad de
directorio incluye
otros datos como las
Flags de cada nodo
entre otros y lo envia
al resto de
Autoridades

del consenso

Se procesan
todos los votos y
se genera el
documento de
CONSEeNnso.

del consenso

Cada autoridad
distribuye en
concenso a los
clientes y alos
directorios de
cache



Flags asignadas a nodos

Authority

Ex Il Total Bandwidth of displayed Routers [GBytes/s]
Fa st Total Number of Routers 100%
Routers in Current Query Result Set 13.01%
G ll a "] Total Number of 'Authority’ Routers 0.1%
= Total Number of 'Bad Directory’ Routers 0%
H S n I r Total Number of 'Bad Exit' Routers 0.1%
R u “ “ i “ g Total Number of 'Exit’ Routers 13%
Total Number of 'Fast’' Routers 83.5%
Sla l] I e Total Number of 'Guard’ Routers 33.5%
Total Number of 'Hibernating' Routers 0%
N a I“ e ﬂ Total Number of 'Named' Routers 0%
Total Number of 'Stable’ Routers 84 2%

“ “ “ a “I e ﬂ Total Number of 'Running’ Routers 100%
“a I i [l uz [l i r Total Number of "Valid' Routers 100%

Total Number of 'V2Dir' Routers 66.2%
Total Number of 'Directory Mirror' Routers 66.2%

http://blog.kamaluk.com/post/60948276326/tor-flags

R
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Tipos de repetidores / Nodos

Guard/Entry Node

Middle Node
EXit Node

9,995%% %9859,

3
@@@@EJ g @@@g@ g 3

;iincil:le_ | ,, 12
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Directorios de cache

Autoridad de
directorio

CLIENTE

Directorio de
cache




Mapeados de Nodos a nivel Mundial

AAAAAAAAAAAAAAAA




TorFlow

https://torflow.uncharted.software/
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Estadisticas de Nodos por Paises / ASN

o .0 O 02 .0
()
C) 0 Al
57 countries with 930 exits (735 visible) 84 countries with 7133 relays (3229 visible)

2016-11-07 19:00:00 2016-11-07 19:00:00

OVH, ONLINE S.A, HETZNER ONLINE

sincibe_ ¥
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Estadisticas de tipos de nodos

Number of relays with relay flags assigned

Relay flags
== Running
E xit
Fast
= Guard
= Stahle

ep-2016 t-2016

The Tor Project - https://metrics.torproject.org/

s iNncibe
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Auditoria de Nodos. Tortazo

Modo “Onion Repository” en
Tortazo

» Genera y procesa direcciones onion de forma
incremental o aleatoria.

Descubre servicios ocultos en la web profunda de
TOR.

Los servicios descubiertos se almacenan en base
de datos.

Framework de auditoria de nodos y hidden services de TOR




Practica

Practica:

EI ilchern torrc
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Practica

Cmmyuracmn (e TOR como Ser\ncm
' [Renemlurlnlerlml ‘
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Practica

Ohtencion de Nodos en TorStatus /
-~ Danmeauk |
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Practica

Practica:

~ Servicio Atlas de Tor Project.

sincibe_
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Bloqueo de TOR: Bridges

Here are your bridge lines:

194.132.208.141:15214 3122D4252F05F55189F251B1BBDE17D85A669EAA
194.132.208.197:10146 7EEE626B3659B554991A4B66AFA3F516F4E2553D

104.245.235.58:443 (C3977E5D854D409080E340593ABC1ECB8360EDB2

o))
Select All EI* Show QRCode

bridges@torproyect.org

R
s iNncibe_ 53
oos-ems  TRABAJANDO POR



Blogueo de TOR: Pluggable Transport

Esta computadora necesita usar usar un proxy de acceso a Internet

Esta computadora va a través de un cortafuegos (‘firewall’) que sélo permite conexiones a
ciertos puertos

#@Mi Proveedor de Servicios de Internet (ISP) bloquea las conexiones a la red Tor

Normal connection fram Tor Client to the Tor Entry Node
T
bridge 54.235.53.127:443
| bridge 199.167.129.132:443
Tor Network bridge 198.23.187.92:9033
> |

Ayuda Introduzca uno o més repetidores puente (‘bridge’, uno por linea)

Tor Client Idemify#ble L Tor Entry Node
I

I
Obfuscated connection from Tpr Client to the Tor Entry Node

Client

Para obtener ayuda, contacte con help@rt.torproject.org

, Tor Network
Tor Client -

Tor Entry Node !
Tor Network Settings

| Copiar el registro de mensajes (log) de Tor al portapapeles Cancelar Aceptar

I
Pluggable Transport Pluggable Transport
Gateway —Ofuscatled data——— Gateway BROW

| You may use the provided set of bridges or you may obtain and enter a
custom set of bridges.

9 Connect with provided bridges

| Transport type: |obfs3 (recommended)
|

Enter custom | flashproxy
. Enter one or | fte
[ type o5y fte-ipv6
' mv(\k-amd/nn
meek-azure
Agent that controls meek-google
the network ot
For assistance, conta™

scramblesuit

f Copy Tor Log To Clipboard < Back \ Connect |

R
s iNncibe_ >
ooos-2e1s TRABAJANDO POR

LA CONFIANZA DI




Blogueo de TOR: Proxy

Usuario Servidor

Usuario Servidor

s iNncibe_



Practica

Sullcnar Bridyes: Brlg[IBS[lB V.
' llmlges@mrnrolect |
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Practica

Pracuca

USHI’ BI‘I[I!]GS COI TOR

|r||:|I:|e



Practica

Practica:

Tﬂﬂ CUIIID Bridge
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Practica

Ofuscacion de Trafico: Plugygahle
Transport |

sincib
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Descriptores y Tipos.

Descriptor Type Description

Server Descriptor Information that relays publish about themselves. Tor clients once downloaded this information, but now they
use microdescriptors instead.

Extralnfo Descriptor Relay information that Tor clients do not need in order to function. This is self-published, like server descriptors,
but not downloaded by default.

Microdescriptor Minimalistic document that just includes the information necessary for Tor clients to work.

Network Status Though Tor relays are decentralized, the directories that track the overall network are not. These central points
Document are called directory authorities, and every hour they publish a document called a consensus (aka, network
status document). The consensus in tum is made up of router status entries.

Router Status Entry Relay information provided by the directory authorities including flags, heuristics used for relay selection, etc.
Hidden Service Information pertaining to a Hidden Service. These can only be queried through the tor process.

Descriptor

https://stem.torproject.org/tutorials/mirror_mirror_on_the_wall.htm|

W:i‘irlcibe_ A
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Practica

.
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Practica

Practica:

CO"BCTUR
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Practica

Practica:

E)((]IIBI‘HTOR
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Practica

Practica:

Gnmllass
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Practica

Practica:

ANUIIIOIIUO
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Practica

Practica:

ﬂom EXxnlorer
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Circuitos por defecto

.
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Cifrado de informacion

s iNncibe_ 68
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Problematica del nodo de salida

DATA IS NOT ENCRYPTED

i ib
O —_— 69
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HTTPS/SSH/VPN sobre TOR

G)r Cloud
OR

-_—
TOR P |
' ENCRYPTED by VPN -

‘ ' i» ‘ i

Tunel SSH punto a punto a HTTPS :II

EVERYWHERE
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Practica

.
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Practica

.
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Practica

Pracuca

Seleklor TorTunnel

|r||:|I:|e



Bloque 3

Hidden Services

s iNncibe
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Hidden Services. Servicios expuestos en TOR

HITP
HTTPS

FTP
TELNET
POP3

SMTP
JABBER
KMMP
IRC
GOPHER

sincib
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Resultado estudio 200.000 Onion




Donde se despliegan los Hidden Services
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No DNS. Hidden Service Directory. DHT

! HSDir HSDir

. _ Hidden Service Descriptor
Hidden Service

s iNncibe_

HSDir HSDir

Distributed Hash Table

No existe resolucion de nombres como DNS
Tabla Distribuida entre servidores con flag HSDIR
DHT mantiene registro de Hidden Services
Hidden Service proporciona HSD a la DHT
HSDIR no conoce ubicacion de Hidden Service



Buscadores / Acceso a TOR desde Proxy Web

Onion Dir

auutwvpt2zktxwng.onion Home Add About Search

AHMIA
I

= OnionDir

by anno006

Ahmia searches hidden services on the Tor network. To access these hidden services, you need the Tor browser bundle. Abug

report abuse material if you find it in the index. It will be removed as soon as possible. Forums

For more about Ahmia, see indexing information, contribute to the source code, @AhmiaNews on Twitter, = -
g @ Private Sites

Bitcoin address: 3CMc52oegWqorFsBRcakUGHKZEQMfLPA3s G re eﬁ ngs
Onion service: msydgstlz2kzerdg.onion Communication g !

PRIVATE OFFLINE STORAGE IN SINGAPORE what other people had to say about particular

TORCH - TOR SEARCH OF DEEP WEB LINKS
[iow pac- | swsenro| aoo wews | owton prn | cowiacr |

TORCH: The Best TOR search engi hich you can use

1k directories of the Deep Web. Everyone can 4
\ PHYSICAL GOLD AND SILVER.

Direccion onion +
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Cibercrimen en TOR

View al nems by any one
manueaclures by searching of
seacting it bom the dropdean

Buy with Confidence.

Customers

Since 2003
Currently Online
99.8% evay Foedback
99% Gunbeoker Feedback
¥ Norton
© 1D Thett P
er
© Lowest Pr

s iNncibe_
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Current Best Sellers
View by Caliber
UBERTI SLVERBOY LEVER Used S 8240 NS 3 mags
ACTION RFLE 19 221R Dewoit PD Marked

— =

$319.00 @ Sk Free $117.00 @ Sipe Fre $319.00 § Shipe Free $117.00 @ Shis Free

SAW SDSVE 1641 gmm & Glock G43 43 MM B+1 Fxed
Sights

b

$456.00 @ S

Bereta 27 9mm 1510 3 mags.

Darknet Home

Used niprarms Surpi
32acp 8+1 Fair

—

$536.00 @ S $256.00 @ Ships Free $189.00 @ S Fr $252.00 @ Shipe Free

Best Ammo Deals Select A Caliber

-y

2FORCE.CC

15t HAND DUMPS

i e

80



Cibercrimen en TOR / Surface WEB

SURFACE WEDB SURFACE WEB

SURFACE WEB SURFACEWEB

CM ] I
Csincibe_ ),



Dificultad de obtener nuevos Hidden Services (==

Direcciones publicadas

Hidden Wiki

Proporcionadas forma privada
Descubrimiento por Fuerza bruta ?7?

a-Zz 2-1 x 16

32712 Direcciones
65535 Puertos

s iNncibe
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Grafica Onions en TOR

Unique .onion addresses

Jv—'\/\/‘w

The Tor Project - https://metrics.torproject.org/

W:i‘irlcil:le ?

OR



| eaks IP. Desanonimizacion de Onions. Onionscan

s iNncibe_

Errores de configuracion
Despistes del administrador

U—l b(—‘“wJ Version: ‘Apache/2.4.7 (Ubuntu) PHP/5.5.%-1ubuntu4. 14
04 23: 7, mflnq for co-hosted Services:

14./04 : ’ | t! Found Colocated Service: [B fon
04/ 04 : " Alert! Found Colocated Service:
04/04 1 Alert! Found Colocated Serv1ce onion

6/04/04 23y Detected Open Directory /. .
/04/04 Found image: Ilogonew. Jpg
5/04/04 - Aleri! Found Exif TagExif Version: Exif Version 2.1
0/04/04 Alert! Found Exif TagPixel X Dimension: 1100
6/04/07 Alert! Found Exif TagResolution Unit: Inch

Found Exif TagY-Resolution: 72.0000

Found ﬁf TagCompressm d PEG compressmn
f ' _ Y D i

Found Exif TagSoftware Adobe Photoshop CS6 (Windows)
ound image [logonew2.]jpgd
/ Found Exif TagCompression: JPEG compression

Found Exif TagDate and Time: 2014:12:24 16:;14:50

|

ound ExiT Taal entation Top-lef




Auditoria de nuestros Hidden Service

socat TCP4-LISTEN:7000,reuseaddr,fork
SOCKS4A:127.0.0.1:facebookwwwcorei.onion:80,socksport=9150

W3t

Nikto
Acunetix
Otras

s iNncibe_
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Practica

Pracuca
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Practica

Pracuca
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|r||:|I:|e



Practica

Practica:

- Onion con distintos SErvicios

sincibe_
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Practica

Servicio Onion con multiples
‘ direcciones

sincib
1NcIne
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Bloque 4

Uso Avanzado

s iNncibe
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Acceso Programatico con Stem y TXTorCON

Stem Docs

Welcome to Stem!

Stem is a Python controller library for Tor. With it you can use Tor's control protocol to script against the Tor process. or build things such as arm. Stem's lates
version is 1.5.0 (released November 14th, 2016)

A Tutorials X APL
. .) F AQ - Change LOg
& Bug Tracker @ Download

s iNncibe_ 92
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Tor Control Protocol / ARM

(Linu . Tor 6.2.2.35 ( nem: 17 pid: 26348 uptime:
, Control Port (

SETCONF orport: 443 dirport: 80

R.E 5 E T C O N F 6. 9. nux_x'56_64 version: 0.2.3.15-alpha

GETC ONF Szﬁai“ J.).(.Randoll “;:I,( N N 3, 465, 563, 587, 706, 873, 993, 995, 1194, 1533, 2947, 3386, 3696, 4321, 5031, 8008, 8030, 8443, 9418, 9420-9422...
SETEVENTS cTReurr
AUTHENTICATE

SAVECOMNF Pl
SIGNAL

. MAPADDRESS

. GETINFO

. EXTENDCIRCUIT

. SETCIRCUITPURPOSE
. SETROUTERPURPOSE

. ATTACHSTREAM arm - phobos (Linux 3.16.0-4-amd64) Tor 0.2.7.5 (

. POSTDESCRIPTOR justanotherrelay - 51.174.120.162:443, Control Port (
cpu: 20.0% tor, 4.7% arm mem: 77 MB (1.9%) pid: 889

. REDIRECTSTEEAM fingerprint: 583F17298E905D1D1BCF8EB49DAEE5939B51FD70
flags: Fast, Running, , Valid

. CLOSESTREAM

1.
2.
3.
4.
5.
G,

CIRCUIT

CIRCUIT

page 1 / 5 - m: menu, p: pause, h: page help, g: quit
/. CLOSECIRCUIT [Bandwidth (limit: 8.7 MB/s, burst: 12.6 MB/s, measured: 818.0 B/s):

Download (524.9 KB/sec) : Upload (526.9 KB/sec):
. QUIT 942

. USEFEATURE

. RESOLVE

. PROTOCOLINFO h
. LOADCOMNF : 2.3 MB/sec, total: 15.1 GB

. TAKEOWNERSHIP

. AUTHCHALLENGE

. DROPGUARDS

3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.
3.

TOR-ARM

‘I//}Mincibe_ A
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Practica

Practica:

~ TorControl Protocol / RRM
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Para mas informacién: Torspec el

T ' index : torspec
o\
\{ Tor's protocol specifications

summary I=

ic
bridgedb-spec.txt
cert-spec.txt
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Gracias por
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