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= Ingeniero Informatico. Master en Seguridad TIC
=  Profesor de F.P. y Universidad UCLM y UNEX.
= Blog White Walkers of Hacking

= Colaborador del blog de Hacking Etico

= Cofundador de la comunidad Hacké&Beers

=  $Socio fundador de ANPHACKET
= Organizador del congreso Qurtuba $ecurity Congress
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Arquitectura Android

APPLICATIONS

APPS DEL SISTEMA Y DEL USUARIO

Contacts Phone Browser

APPLICATION FRAMEWORK

Activity Window Content View Notification MANEJA FUNCIONES BA;lCAs DEL
Manager Manager Providers System Manager P

TELEFONO
Package Telephony Resource Location XMPP - CONTENT pROVIDERs

Manager Manager Manager Manager Service

- TELEPHONY MANAGER ...

LIBRARIES ANDROID RUNTIME

Surface Medi . C i
Manager Frar:e\:\/aork B Libr?)r:es LlBRERIAs opEN-sOURCE
> - SOLITE -MEDIA
—— S — . - SSL - WEB BROWSER ...

Librerias JAVA con la DALVIK VM

LINUX KERNEL

Android 1.0 = linux KERNEL 2.6.25

Display Camera Bluetooth Flash Memory Binder (IPC)
Driver Driver Driver Driver Driver (1] .
— : Android 4.4 = linuxiKERNEL 3.10 > ART
UsB Keypad WiFi Audio Power

Driver Driver Driver Drivers Management Android 5.1.1 = linux KERNEL 3.16

Android 6-.0.1 = linux KERNEL 3.18
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Arquitectura Android
Dalvik Virtual Machine

-

¢
LOVOO tlndef = UNA DVM PARA CADA

PROCESO.
Aplicodén A [AplicadonB ' ‘Mplcadon¢ | » |NDEPENDENCIA DE :
hilo hilo ¥
principal principal principal = DATOS Y FICHEROS DE
i APLICACION.

= MEMORIA DE EJECUCION.

1ceincibe_
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Arquitectura Android
ART = Android Runtime

®» A partir de Android 5.x Lollipop > ART sustituye a DVM
= Dalvik compila cada vez que ejecutas.

®» ART crea un archivo de compilacion a la hora de instalar la App
(instala mas lento), de tal forma que ahorra bateria porque no
compila tanto (ahorro de CPU)

=» Apps ocupan mas en el dispositivo.

=» ART mejoras de rendimiento 2 recoleccion de basura, App de
depuracion y perfiles.

» Compatibilidad > Uso de DVM bytecodes

.
1cy incibe
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Arquitectura Android

Sandboxing with Dalvik Virtual Machine

UID = 1234

Files, Databases,
Cache, Other data

App 1
com.attify.abc

UID = 9876

Files, Databases,
Cache, Other data

App 2
com.xyz.def

=» RUTA
/SYSTEM/ETC/PERMISSIONS/
= FICHERO
PLATFORM.XML

=» Permisos por Grupos

= UID dnico por App (ps)
= Varios UID por GID

.

1% incibe_
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Arquitectura Android

Directorios de Binarios y Aplicaciones

= Binarios
Isystem/bin/ y /system/xbin/
=» Aplicaciones
/data/data/ - Instalacion
/|data/apk/ - Fichero .apk
= Sistema
/data/system/
= Descargar versiones

—> APK Pure

—> APK Downloader

resourn

5.4
META-INF

155018

. drawable

\-l‘.lnnuzv(:]
» drawable-hdpi
e an 1Pq
W layout
L mainxm
o raw
- J soun |
xmi
{ pre
ol
string n -
ral e
strings.xmi :
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PANTALLA
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Aplicacion .APK

PE Rtﬂ'.s(_‘b

 HOPI SIZE

{ Hello! 'm Darth Vader! )

1’H dal Soy Darth Vader )

.
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Una aplicacion de
Android es un fichero
con extension .APK.
En realidad, esto no
es mas que un fichero
comprimido .ZIP
renombrado, con una
cierta estructura
general.
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Modelo de Seguridad

N J Cualquier ACCION que realice una
| aplicacion debe tener PERMISO

Todas las APPS estan FIRMADAS

Je?=r
é%ﬁnﬁ’ﬁ%%
;rgﬁsggfg b Se crea un USUARIO por cada APP &
Tl - YOO B
Q{Qs PTepie) g i
&gf@%é%ﬁg
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o
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Modelo de Seguridad

Fuentes desconocidas

INSTALAMOS TODO

N . -
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Tipos de Aplicaciones
Web = Nativas - Hibridas

= Aplicaciones basadas en Web - Consultas al Exterior
Conexion a un servicio Web.
BBDD online.
Poca informacion en el terminal.
= Aplicaciones Nativas = Todo el Cédigo Fuente en el terminal
Todas las funcionalidades en el terminal.
BBDD local.
= Aplicaciones Hibridas
Funcionalidades en la App del terminal y conexion a un servicio

Web.
BBDD con informacion repartida entre la Web y la BBDD I%al
(copias). B
@
| (]
", L " a
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OWASP Mobile Top 10 Risks 2016

M1 M2 |
Improper Insecure Data Insecure Insecure
Platform Usage Storage LCommumcatlon Authentation
M5 | | M6 |
Insufficient Insecure Cllent Code Code
Crypthography Authorization Quality J Tampering J

M9
Reverse k Extraneous

Engineering Funcionality

1cyincibe
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OWASP Mobile CheckList 2016
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OWASP Mobile Security Project

BY OWASP MOBILE SECURITY TEAM

CLIENT SIDE CHECKS I
Sr. Vulnerability Name Applicablel Compliant| Classification
Platform |?
Yes/No/N

1| Application is Vulnerable to Reverse Engineering Attack/Lack of Code (All Static Checks

2| Account Lockout not Implemented All Dynamic Checks

3|Application is Vulnerable to XSS All Static + Dynamic Chec

4| Authentication bypassed All Dynamic Checks

5|Hard coded sensitive information in Application Code (including Crypt |All Static Checks

6| Malicious File Upload All Dynamic Checks

7| Session Fixation All Dynamic Checks

8| Application does not Verify MSISDN WAP Unknown

9|Privilege Escalation All Dynamic Checks
10|SQL Injection All Static + Dynamic Chec
11| Attacker can bypass Second Level Authentication All Dynamic Checks
12| Application is vuinerable to LDAP Injection All Dynamic Checks
13| Application is vulnerable to OS Command Injection All Dynamic Checks
14|i0S snapshot/backgrounding Vulnerability i0S Dynamic Checks
15| Debug is set to TRUE Android Static Checks o
16| Application makes use of Weak Cryptography All Static Checks &
17| Cleartext information under SSL Tunnel All Dynamic Checks I' &

1csincibe_
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OWASP Mobile Security Testing

Fases del proceso de Pentest

= Information Gathering

Info del fabricante y sus otras Apps. (Usa algin framework para
desarrollo?

Funcionalidades de la App e interacciones con otras.
Protocolo/s utilizado/s y posibles fugas de informacion.
Recursos que utiliza (GPS, Camera, Contactos..)

= Analisis Estatico
Ingenieria Inversa > donde podemos obtener: permisos, actividades
principales, recursos, errores de configuracion (modo debug), necesita
permisos root, informacion hardcodeada (apikeys o credenciales...),
puntos de entrada al sistema, autenticacion...

= Analisis Dinamico
Analisis de vulnerabilidades > archivos creados por el sistema, datos sin

cifrar e informacion sensible, andlisis del log, esnifar trafico dela App,
fuzzing, chequear posible bypass, posibles SQLi, X$$aLFl...

Mobile Security Testing by OWASP & =

OWASP Mobile Apps Checklist 2016 .. | a * O "
'!Ejg»incibe_
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https://www.owasp.org/index.php/OWASP_Mobile_Security_Project#tab=Mobile_Security_Testing
https://drive.google.com/file/d/0BxOPagp1jPHWYmg3Y3BfLVhMcmc/view

Estructura de las Apps

(Dénde almacenan los datos?

Shared-Preferences
Suelen guardarse booleanos en XML para temas de configuracion.
Podemos encontrarnos sorpresas (user:pass)
*  Almacenamiento Interno
En la memoria interna.
Protegido por los permisos MODE_PRIVATE.
*  Almacenamiento Externo
SD Card externa > WORLD_READABLE.

MODE_WORLD_READABLE o MODE_WORLD_WRITABLE - Acceso
libre a todos.

= Bases de Datos $QLite
$olo acceso para el usuario de la aplicacion.

= En un servidor en la Red

*incibe_
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Obteniendo Informacion
Permisos

A
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camp

) 12,2K/s ©® 2 _ail vodafoneES4G C_ B

Pokémon GO

necesita acceder a

Pokémon GO )
Niantic, Inc. <& or_npra}s en
PEGI 3 aplicaciones

Identidad

Compras integradas Ubicacion

Fotos/multimedia/
m archivos
MILLONES

o Camara
Descargas 7.318.478 2~  Aventura Similar

Informacion de
iSal afuera y atrapa Pokémon en el conexion de Bluetooth

mundo real! Colectay lucha con
_— Google Play ACEPTAR

MAS INFORMACION

e PR | 7] f—
1cxincibe_
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Obteniendo Informacion

Fabricante

B Google Play
&  Aplicaciones
Mis aplicaciones

Tienda

Juegos
Familiares

Seleccién de nuestros
expertos

Cuenta e

Buscar

Categorias v

Niantic, Inc.

Pokémon GO

Niantic, Inc.

L e 8 & ¢

Inicio Mas populares Novedades

0o

Ingress Field Trip
Niantic, Inc. Niantic, Inc.
L8 8 8 & 8 8 &

.
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Obteniendo Informacion
Conexiones

0,00K/s @ © % .l vodafone ES4G C_®

0,00K/s ©® 2 _ail vodafoneES4G C_®

CURRENT CONNECTIONS CON

RA @@

Administrador de cuentas de Google

130.211.14.80:443 TCP6 ESTABLISHED
Pokémon GO

216.58.211.193:80 TCP6 ESTABLISHED
Pokémon GO

130.211.14.80:443 TCP6 ESTABLISHED
Pokémon GO

216.58.210.138:443
Administrador de cuentas de Goo

54.254.176.96:443
msa

173.194.76.188:5228
Administrador de cuentas de Goog

130.211.14.80:443
Android system

216.58.214.161:80 TCP6 ESTABLISHED
Pokémon GO

216.58.201.138:443 TCP6 ESTABLISHED
Administrador de cuentas de Google

_ | 216.58.210.138:443 TCP6 CLOSE.WAIT

Admriniateadav da Aviantan da N anala

Last Used Local IP: 192.168.0.155

*incibe_
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Analisis Estatico
Reversing

andro@14b ~/Desktop/CyberCamp$ apktool d Pokémon\ GO v0.47.1 apkpure.com.apk
APKTOOI : Using Apktool 2.0.3 on Pokémon GO_v0.47.1 apkpure.com.apk
: Loading resource table.
: Decoding AndroidManifest.xml with resources...
: Loading resource table from file: /home/andro/apktool/framework/1.apk
: Regular manifest package...
: Decoding file-resources...
: Decoding values */* XMLs...
: Baksmaling classes.dex...
: Copying assets and libs...
: Copying unknown files.
Copying original flles
andro@14b ~/Desktop/CyberCamp$ l

= DEX2JAR

andro@l4b:~/tools/dex2jar$ sudo ./d2j-dex2jar.sh /home/andro/Desktop/CyberCamp/P
okémon\ GO v0.47.1 apkpure.com.apk

l<iidn1 nas<swoard for andro:
dex2jar /home/andro/Desktop/CyberCamp/Pokémon GO v0.47.1 apkpure.com.apk -> ./Po
kémon GO v0.47.1 apkpure.com-dex2ijar.jar

HHHHHHHHHHH
. .

andro@L4b:~/tools/dex2jarS Ls P*

andro@l4b:~/tools/dex2jar$

sincibe_ | y A
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Analisis Estatico
Reversing

A
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camp

= JD-GUI

e CWebViewPlugin.class - Java Decompiler

File Edit Navigation Search Help
B ®sy ¢
@ Pokémon GO v0.47.1_apkpure.com-dex2jar.jar 3
- # a-ndroi_d..support fup CWebViewPlugininterface.class &2
o f## bitter.jnibridge Al : :
o~ # com : ub CWebViewPlugin.class 2 L
¢ # crittercism.android | package net.gree.unitywebview; -
o 3 dagger : —]
o i javax.inject ) “|=import android.app.Activity; B
¢ tH net.gree.unitywebview | import android.content.Context;
| o fup CWebViewPlugin.class | import android.content.Intent;
¢ fup CWebViewPlugininterface.class ;| import android.graphics.Bitmap;
o (3 CWebViewPlugininterface | import android.graphics.Point;
l| > £ org | import android.graphics.Rect;
| - B rx | import android.net.Uri;
l| - ## spacemadness.com.lunarconsole | import android.os.Build.VERSION;
import android.view.Display;
ammaedt mmAdemasd s A e A
&
g _UE " a
&
L e &

1csincibe_
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Analisis Estatico

APK Inspector =

& - O APKinspector

File(F) Edit(E) Tools(T) Setting(5) Help(H) b
”FQ 4 d
Bl MainView O] x| [_[oI=] I
CFG | Dalvik | ByteCode | Smali | Java | Callinfout | Permission  AndroidManifest.xml I Files | Strings | Classes | Methods  APKinfo
<?xmil version="1.0" encoding="utf8"?> filename fhome/osaf/Desktop/ZitmoCase/Zitmo_tr ECBBCE17053D6EAFIBF9... |
<manifest android:versionCode="1" android:versionName="1.0" android:installLocation="internalOnly" ion cod 1 T ) B T -
package="com.systemsecurity6.gms" mersKITONe
xmins:android="http://schemas.android.com/apk/res/android"> version name |[1.0
<uses-sdk android:minSdkVersion="7" android:targetSdkVersion="8" android:maxSdkVersion="12" /> 7 ; A s
<uses-permission android:name="android.permission.RECEIVE_SMS" /> R com.systemsecurity6.gms
<uses-permission android:name="android.permission.INTERNET" /> receivers com.systemsecurity6.gms.SmsReceiver j
<uses-permission android:name="android.permission.READ_PHONE_STATE" /> =
<=application android:label="@string/app_name" android:icon="@drawable/app_icon" services com.systemsecurity6.gms.MainService j
android:debuggable="false" android:description="@string/app_description"> - — |
<activity android:name=".Activation"> android.permission.RECEIVE_SMS
<intent-filter=> permissions android.permission. INTERNET
<action android:name="android.intent.action.MAIN" /> android.permission.READ_PHOMNE_STATE
<category android:name="android.intent.category. LAUNCHER" (>
<fintent-filter>

</factivity=>
<=receiver android:name=".5msReceiver">
<intent-filter android:priority="10000">
<action android:name="android.provider.Telephony.SMS_RECEIVED" />
<fintent-filter=
=/receiver=
<service android:name=".MainService" />
</application>
=</manifest>

Please input the strings

" Filter ¢ Search

0K

*incibe_
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Analisis Estatico
Herramientas online

= C { ® www.javadecompilers.com B &

! Decom p| lers online W File Name: PokémonGO_v0.47.1_apkpure.com.apk, Done.

Bl Android Apk decompiler

WP Java decompilers

& Decompile Apk and Dex Android files to Java
0 APKdecompiler

£+ ApkTool online Ningtin archivo seleccionado
G+1 | 389

® Download Jad
& Upload and Decompile

Twitter B3 Facebook & Google+ % Stumbleupon in Linkedin

Select a decompiler

® Jadx decompiler for Android

&
.0

1y incibe_
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Analisis Estatico
AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:"http://schemas.android.com/apk/res/android" android:versionCode="201609@901" android:versionName="0.37.8" android:installlocation="aut

<uses-permission android:name="com.android.vending.BILLING" />
<uses-permission android:name="android.permission.VIBRATE" />
<uses-permission android:name="android.permission.BLUETOOTH" />
<uses-permission android:name="android.permission.BLUETOOTH_ADMIN" />

= - 9,
<application android:theme="@style/UnityThemeSelector” android:label="@string/app_name" android:icon="@drawab1e/app_icon"
android:banner="@drawable/app_banner" android:isGame="false">

<activity android:label="@string/app_name"| 3
creenOrientation="portrait"” android:configChanges="mcc|mnc eyboard |keyboardHidden |navigation|orientation|screenLayout |uiMode |screenS

ize|smallestScreenSize|fontScale”>
<intent-filter>
<action android:name="android.intent.action.MAIN"
<category android:name="android.intent.category />
</intent-filter>
<meta-data android:name="unityplayer.UnityActivity" android:value="true" />
<meta-data android:name="unityplayer.ForwardNativeEventsToDalvik" android:value="true" />
<factivity>
<activity android:theme="@*android:style/Theme.Black.NoTitleBar" android:name="com.google.nianticproject.platform.AccountsActivity" android:scre
enOrientation="portrait" />

<service android:name="com.upsight.android.analytics.internal.DispatcherService"” />

1y incibe_
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Analisis Estatico
Unintended Data Leackage > Hardcoded Passwords

= Buscar en el codigo fuente claves o APl-keys.

2. Hardcoding Issues - Part 1 public void access(View paramview)
{

Objective: Find out what is hardcoded and if (((EditText)findViewById(21314929387)).getText().teString().equals("vendorsecretkey"”))

where {

;ﬁg%%?igﬁ?;;?ﬂg?gi?m Rergcotie Toast.makeText(this, "Access granted! See you on the other side :)", 0).show();
return;

}

Toast.makeText (this, "Access denied! See you in hell :D", 0).show():;

oy

}
vendorsecnﬂkeﬂ protected static final int NC OPTIONS;
String SHAPass = null; B
ACCESS Butten btn;
E@ EditText et;

String password = "Sbaaﬁle409b93f3f0682250b6cf8331b7ee68fd8h;

Access granted! See you on the other side :

1csincibe_
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Analisis Dinamico
Bypassing Authentication

= En AndroidManifest.xml vemos las Activity que hay
con la propiedad - exported=“true”

<?xml version="1.0" encoding="utf-8"?2>
manifest android: verslonCode- T andr01d vers1onName— B ="com.1is1i.testapp"
xmlns:android="http: emas.android.com/af es/android -
[ sdk android: mlnsdeer51on-‘C” androld targetSdkVersion="18"
application android:theme="@style/AppTheme” android:label="@string/app_name” android:icon="@drawable
_launcher” android:debuggable="true androld allowBackup="true’
1C andro1d label="@string/app_name” android:name="com.isi.testapp.MainActivity’

andr01d name="androi
android:name="andr«

ac . ‘t.action.MAIHN
categor tent.category.LAUNCHER |

;rr android:name="com.isi.testapp.Welcome” android:exported="true" I|nfUSEE
-—________________________________________________. ]

[—

Private Area
tamer@ubuntu Desktop/tallerMorterueloCon2016/03BypassAuth $§ adb shell
root@android:/ # am start -n com.1is1i.testapp/. uelcome

Starting: Intent { cmp=com.1si.testapp/.Welcome }
root@android:/ #

‘Il:‘ iNncibe_
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Analisis Dinamico
Content Provider Leakage

A

cyber

= En AndroidManifest.xml vemos las Content Provider
que hay con la propiedad - exported=“true”

}<7;ml version="1.0" encoding="utf-8"?>
! t android:versionCode="1" android: versxonName— 1.0" package="com.isi.contentprovi
schemas.android.com/ aj res/ar

andro id: targetSdeerswn- 18

xmlns android="http:

android:minSdkVersion="g8"
applicati android:theme="@style/AppTheme” android:label="@string/app_name” android:icon="@drawable
] ~her” android:debuggable="true andr01d allowBackup="true
1 android:label="@string/app_name" android:name="com.isi.contentprovider.MainActivity'
n android:name="android.intent.action.MAIN
android:name="android.intent.categor A
android:name="_.MyProvider” android:exported="true

de

—
androld authorlt ies="com.isi.contentpr

Insert Data

eduSatoe

adb shell content query --uri content://com.1

tamer@ubuntu 0| » »
si.contentprovider HyProv1der/udetalls

Row: 0 1d=3, name=beersForAll
Row: 1 1d=1, name=eduSatoe
Row: 2 1d=2, name=hackandbeers
tamer@ubuntu to l1ler

< |r||:|I:|e \
EEEEEEEE Q eduSatoe
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Analisis Dinamico
Insecure Storage

= Shared Preferences

) GoFitPrefs.xml 3§

k?xml version='1.0°
“map~>
<string name="PASSWORD">morterueloCon.n37</string>
“1ng name="1dCenter">GF02</string>
name="USER">edu.android-pruebas@gmail.com-

encoding="utf-8'

‘ctring

= Files 2 userinfo.xml
grep -i password userinfo.xml

1ceincibe_
2026-2216 TRABAJANDO POR
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standalone="yes’
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@ M1-Shared

Your Name

7>
eduSatoe

Bank Name

string> BancoMio

Card Number

Save




Analisis Dinamico
Insecure Storage

A
cyber
camp

= $OLite Databases

= Encontrar informacion sensible

REGISTER HERE #
Username  eduSatoe

Password ] 234

almacenada de manera insegura.

e SQLite Database Browser - /home/tamer/Desktop/tallerMorterueloCon2016

File Edit View Help
D@ |

Database Structure | Browse Data | Execute SQL

Table: | ADMIN = | 9 | | Nev

SNO EMPNAME EMPPASS

1ceincibe_
2026-2216 TRABAJANDO POR
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Analisis Dinamico
Client Side Injection > SQL Injection

camp

= Encontrar posibles parametros de entrada

vulnerables.
public boolean login(String paramStringl, String paramString2)
{
String str = "select * from ADMIN where EMPHNAME = '" + paramStringl + "' and EMPPASS = '" + paramString2 + "'";
if (this.db.rawQuery(str, null).getCount() != 0); e — —
for (inti=1; ; 1 =0)
return 1i;
}
- .
il App_SQLi .
_ @ App_saLi
LOGIN HERE &

USERNAME  eduSatoe' or'1 '='1|
gdusatoe

PASSWORD
Login Success
- m . i \
i - w7,
¢ incibe \ 29
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Analisis Dinamico
Unintended Data Leackage 2> Logging

= Comprobamos AndroidManifest.xml para ver si la
App tiene la caracteristica > debuggable=“true”

. 2:2
1. Insecure Logging

. Lanzamos logcat con script pidcat Objective: Find out what is being logged

where/how and the vulnerable code
Hint: Insecure logging occurs when

1 android:allowBackup="true" android:debuggable="true" android:icon: developersintentionally or unintentionally log
sensitive information such as credentials,

andruid:suppu rtsRtl="true andr Uid:thEmE= sT) l&/# session IDs, financial details etc

andrﬁiﬂ;label= string/app_name

i python pidcat.py jakhar.aseem.diva

tamer@ubuntu 1al/bi
dalvikvm B Not late-enabling CheckJNI (already on) 1111111111111111 11
I - ocess jakhar.aseem.diva created for activity jakh CHECK OUT
ar.aseem.diva/.MainActivity
PID: 624 UID: 10056 GIDs: {1015, 1028, 3003}
Error while processing transaction with credit card:
1T11111111111111111
i
B a
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Analisis Dinamico
Network Analysis

Modos

@

‘ ProxyDroid & RENAME g DELETE ABOUT

= Emulator

Menu > setting$ > Wireles$ & networhs > :’n.’lcrstnrrlnnum
Mobile Networks > Access Point Names Bl

emulator —avd lab hhtp-proxy

Profiles

http://ip:port e e
= Device “ "
ProxyDroid o
= Certificate oy T
Settings > Security rstumnes
s " e
31
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Analisis Dinamico
Proxy - Burp Suite

tamer@ubuntu

-dpi-device 160 -scale 125dp1 -http proxy http: //localhost 8080 &

emulator -avd atavd -force-32bit

| forward H drop H intercept is on H action |

1/ raw | params | headers | hex

,ws,gantSerwces v2.ashx?servicio=autenticacion _usuario_mail&idCentro=CF02&mail =edu.android. Eruebas@mall .com&password =morterueloCon.n37&codigo=7CBB5419EDCO33E3CS0ABC23527103E7
HTTP/1.1 A —

User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.1.2; sdk Build /MASTER)
Host: reservas.go-fit.es
Connection: Keep-Alive
Accept-Encoding: gzip

e 5554:atavd

mail=edu.android. pruebas @gmail.com&password =morterueloCon.n37

O Cargando.

‘IE‘ iNncibe_
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Analisis Dinamico
TCPdump for ARM

Home Downloads Compiling Uses About Contact

Welcome to Android tcpdump

This is the official site for the fcpdump binary for Android devices. Precompiled and ready to go! Always the latest releases! If you want to compile
your own? Go to our Compile Section for instructions.

Android fepdump is a command line packet capture utility. It can capture packets from your Wifi connection,
Cellular connections, and any other network connections you may have. It has been compiled from the source
code located at http://www.tcpdump.org. If you use linux's or unix's tcpdump application. then you will be
tamer@ubuntu ~/Desktop/SVT § adb push tcpdump /data/local/tmp/

1650 KB/s (1893728 bytes in 1.120s)

tamer@ubuntu ~/Desktop/SVT § adb shell

root@android:/ # cd /data/local/tmp/

root@android:/data/local/tmp # tcpdump -v -s 0 -w salida.pcap

tcpdump: listening on eth0, link-type EN10MB (Ethernet), capture size 65535 byte

S
[dot 189

tamer@ubuntu ~/Desktop/SVT § adb pull /data/local/tmp/sallda pcap
954 KB/s (290200 bytes in 0.297s -
* |n|:|I:|e | y .‘ 33
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Analisis Dinamico
Wireshark + NetworkMiner

e salida.pcap [Wireshark1.6.7]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

&) z v a I (=l=] S
SE0Y GExXCcE Q¢ VITLEB ol EVEX @
Filter: |ip.dst == &&tcp = Expression... Clear Apply
No. Time Source Destination Protocol Length Info

74 52995 > http [SYN] Seq=0 Win=5840 Len=0 MSS=1460 SACK_PERM=1 TSval=141718 TY

1129 200.70157110.0.2.15 ;

1131 200.79974510.0.2.15 2 TCP 54 52995 > http [ACK] Seq=1 Ack=1 Win=5840 Len=0
1136 201.38454710.0.2.15 2 HTTP 260 GET /style%20library/GoFit/img/horario-level-active.png HTTP/1.1
1139 201.48795410.0.2.15 2 TCP 54 52995 > http [ACK] Seq=207 Ack=1303 Win=7812 Len=0
1172 209.29533310.0.2.15 4 HTTP 260 GET /style%20library/GoFit/img/horario-level-active.png HTTP/1.1
1175 209.425018 10.0.2.15 2 TCP 54 52995 > http [ACK] Seq=413 Ack=2605 Win=10416 Len=0
1190 213.047907 10.0.2.15 > HTTD 7250 GFT /<tule¥%?20lihrarv/GaFit/imo/hararin-leusal_-hasic nno HTTD/1 1
1193 213.21117910.0.2.15 “ NetworkMiner 1.6.1 - O
1214 217.966646 10.0.2.15 File Tools Help
1217 218.082957 10.0.2.15 ! - - .
1234 222.17551710.0.2.15 e apehek adeptey o R Rl
1241 222.263256 10.0.2.15 ' Anomalies | , ‘ ‘ , | ) , ‘ ‘ Case Panel :
Hosts (6) | Frames (13 | Files (26) | mages (10) | Messages | Credentials | Sessions (3) | DNS (8) | Parameters (20) | Keywords | Cleartext | | Fiename  MDS
Framenr. Clenth.. C.port Server host S. port Protocol...  Start time salidaGo... 84500c...
123 10.0.2.1... 39052 217.116.19.215 [reservas goit.es] (Other) 443 Ssl 16/05/2016 18:43:04
252 10.0.2.1... 60809 217.116.19.215 freservas. goit.es] (Other) 443 Ssl 16/05/2016 18:43:31
343 10.0.2.1... 44006 217.116.19.215 [reservas. goit.es] (Other) 443 Ssl 16/05/2016 18:43:48
424 10.0.2.1... 49755 217.116.19.215 [reservas.goit.es] {Other) 443 Ssl 16/05/2016 18:44:03
729 10.0.2.1... 47492 217.116.19.215 [reservas.goit.es] (Other) 443 Ssl 16/05/2016 18:45:14
804 10.02.1... 54750 217.116.19.215 [reservas.goit.es] (Other) 443 Ssl 16/05/2016 18:45:27
837 10.0.2.1... 51544 217.116.19.215 [reservas.goit.es] (Other) 443 Ssl 16/05/2016 18:45:31
914 10.02.1... 49144 217.116.19.215 [reservas goit.es] (Other) 443 Ssl 16/05/2016 18:45:42
1129 10.0.2.1... 52995 217.116.19.212 [pro.go+it.es] (Other) 80 Http 16/05/2016 18:45:56
< >| | Reload Case Fies
Live Sniffing Buffer Usage: (ot l

1y incibe_
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Herramientas Automatizadas
MobSF

= [niciamos server.
andro@l4b:~/tools/MobSFS python manage.py runserver

= Accedemos a localhost:8000

Home Features About

Y Mobile Security Framework

0] APP INFORMATION

#* Upload & Analyze T iakhar.aseem.diva

jakhar.aseem.diva.MainActivity

o e soc Jl o

m 27e849d9d7b86a3a3357tb3e980433a91d416801 Android Version Name RV
m 5cefc51ice9bd760b92ab23404774ddad4bdae0c5d04a8c9493e4iel34fabich Android Version Code |
9> CODE NATURE 22 DISTRIBUTION 22 DECOMPILE & DISASSEMBLE
) False ‘
[ Dynamic TS

[l True

ez e
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Herramientas Automatizadas
DroidBox

= Arrancando la aplicacion
J/startmenu.sh nombreAVD | )
oldrOidbOXQSh APK Segundos VAN AVAVAT MY A e AV

A L\ AR XX EXORRONZNOXEX X OO EX R ESIN S

NN ANV NN ERIANEN NN NN AN S\ N\
N\ NSNS NN NESENXT 1ONFINS LY
[*] Collected 0 sandbox logs )

= ¢Qué tenemos que mirar?

Ha$he$ pqrq qnalizar APK File name: /home/tamer/Desktop/SVT/Shazam_3.10.0-BB76011.apk
MD5: f6d3bce7761a918b49141446e0382b
e SHAI1: 86e7519483c05f68f27ffobfasf843d1a35a3350
Datos e“trqdql$alldq SHA256: 1cb8c4£270c98c3685d851b219176fc8fe84a41b90ff5h75300dbb35

Operaciones lectura/escritura buration: 100.583075047s
Servicios iniciados
Fugas de informacion
Etc

+incibe_ h
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Resumen Metodologia
Tres fases

= Recogida de informacion

1. Fabricante en Google Play y ver otras posibles Apps del mismo.
2. Instalar la App y manejar todas las posibles Actividades.

3. lIdentificar los posibles puntos de entrada.

4. Recursos que utiliza o necesita (GPS$, Internet...)

5. Posible framework de desarrollo.

6. Intentar localizar versiones anteriores (apkpure).

7. Tipo de App: Nativa, Web o Hibrida.

8. Identificar posibles intenciones a las que llama (tlf, otras Apps...)
9. TCPdump activo para una primera fase de andalisis.

NOTA: Tener la check-list delante para ir rellenando toda la info.

() eduSatoe 7
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Resumen Metodologia
Tres fases

Analisis Estatico
Llevar a cabo el proceso con APKtool o similares para obtener AndroidManisfest.xml

2. Buscar informacion de la App para ver si es depurable, si tiene actividades, content
provider, etc exported=true.

3. Obtener el nombre del paquete y del launcher (actividad principal).

4. Identificar servicios que pueden correr en paralelo.

5. Permisos de la aplicacion (¢alguno que no corresponda con el uso de la misma?).
¢Necesita Root? {Por qué?

6. Version de la APl y posible metadatos sobre el framework que emplea. Lo cual puede
llevarnos a informacion sobre el sistema donde se encuentre puede ser vulnerable.

7. Informacion hardcodeada: API-Keys, Secret-keys, password, etc.

8. <¢Como almacena los datos? (imprescindible hacer un buen testing en la fase 1).

9. Otras fallos como posible deteccion de SQLi u otras vulnearbilidades vista en el codigo
fuente.

10. Identificacion de socket de conexion en codigo fuente.

11. Basqueda de cadenas URIS o string con informacion valiosa.

NOTA: Tener la check-list delante para ir rellenando toda la infog m B ;. a

.
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Resumen Metodologia
Tres fases

&

= Anadlisis Dinamico

1. Anadlisis de puntos de entrada con TCPdump y con Proxy
Inverso.

2. Monitoreo del log del sistema (pidcat) = logcat.x (E1 D W)

3. Informacion que se almacena en el terminal después de
interactuar con la aplicacion (databases, shared_preferences).

4. Anadalisis dinamico y posibles llamadas a intenciones, servicios u
otros recursos (DroidBox).

NOTA: Tener la check-list delante para ir rellenando toda la info.
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