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Il GENERAL INFORMATION

Objetives:

© Train and educate in the latest techniques to combat cybercrime, incident
management, and cybersecurity legislation.

o Improve coordination in incident and cybercrime management.
© Promote international collaboration and expert networking.

© Foster cooperation among law enforcement agencies, regulators, judges,
and prosecutors in cybersecurity. Practical format.

Languages:
O Spanish: All tracks.

O English: CSIRT or CERT (basic and advanced level)and Policy Makers.

o French: Policy Makers.

For the FFCCS and CSIRT or CERT tracks, two levels of difficulty are
established: basic or advanced.

International event, free of charge.
Exclusive, cutting-edge training of the highest quality.
Novel issues and the most recent trends in detecting cybercrimes.

Practical workshops given by the best professionals.

High-level networking opportunity with the attendees.

Target Audience:

© Law Enforcement Agencies (LEAs): Members of Law Enforcement
Agencies that work in operational units relating to cybersecurity.

© CSIRT or CERTS: Technical personnel who work in Incident
Response Centres.

© Public Prosecutors: Active personnel from public prosecutors’
offices who work on cybercrime or cybersecurity cases.

0 Judges and Magistrates: Active personnel from judicial or
tax authorities, magistrates and State’s attorneys who work on
cybercrime or cybersecurity cases.

© Policy Maker: Political actors, regulators, and
cybersecurity policy developers.

More information at:
www.incibe.es/en/events/summer-bootcamp
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Il EVENT CHARACTERISTICS .

International training programme specialising in cybersecurity:

5 different tracks 220 teaching hours

0 40-hour program for law enforcement officers working in cybersecurity-related operational units.
0 40-hour program in Spanish for technical staff in security incident response centers (CSIRT).

0 40-hour program in English for technical staff in security incident response centers (CSIRT).

© 20-hour program for active members of the judiciary.

© 20-hour program for active members of the prosecution service.

0 40-hour program for personnel from regulatory or legislative bodies working on legal and
regulatory aspects of cybersecurity (policy makers).

* Hours are indicative and subject to modification.

Workshops given by leading experts on relevant and current issues for each of the 5 specialisations.

Il TRAINING PROGRAMMES*

Law enforcement agencies (LEAS):

The cybersecurity track for security forces covers
different areas that are crucial for combating cybercrime.
Includes subjects like OSINT for police investigations, use
of Al by cybercriminals and a series of current issues. This
training will provide professionals with the skills necessary
to tackle the current digital threats and protect society.

CSIRT operations:

Our specialised cybersecurity track for CSIRT/
CERTA team develops essential areas like
cyberpatrol techniques, incident response, threat
detection and monitoring, a broad training
programme for tackling cybercrime challenges
with the best practices and tools in the sector.
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Hll TRAINING PROGRAMMES* .

Judges’ Programme:

The cybersecurity track designed exclusively for judges,
a pioneering initiative that provided deep understanding
of the complexities of cybercrime and gives professionals
the right to tackle these challenges in the judicial system.
Through a practical and updated focus, this course
covers crucial issues that allow judges to acquire the
knowledge they need to tackle cybercrime efficiently.

Prosecutors’ Programme:

The cybersecurity programme designed for
prosecutors is a unique opportunity to improve
skills to tackle cybercrime in the legal system.
This track offers an integrated approach that
develops the knowledge needed to successfully
tackle the challenges of the digital word.

Programme for Policy Makers
and Cyberdiplomats:

This programme provides participants with the tools and
knowledge necessary to develop effective policies and
strategies in cybersecurity, and to promote international
cooperation and the creation of skills in this field that is
so important to national and global security.
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m OTHER ACTIVITIES <

Activities to promote networking among
attendees and the need for collaboration
among them:

o Role Play: practical and collaborative cases in which
profiles from the different specialities participate and give their
point of view in order to resolve an incident.

oPractical Workshops: offering realistic cybersecurity
crisis situations, where participants must make quick, effective
decisions to manage the situation, This includes coordination
with other government agencies, communications with the
public and strategic decision making in real time.

o Leisure activities: guided tours of the city of Ledn
and visits to the most emblematic monuments, promoting the
dissemination of the activities on social networks.
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m RESULTS OF 2024 EDITION <

Record participation: 418 attendees from 35 countries.
Trilingual training: Spanish, English, and French.
Over 100 speakers and 8 international keynotes.

Highlighted activities:

© Cyber crisis simulations.

0 Collaborative role-plays.

0 Expert talks on artificial intelligence, digital forensics, cryptocurrencies, and cybersecurity regulation.

o PassVRoad: Immersive virtual reality experience.

o Il Cybersecurity Summer Concert at the Auditorio Ciudad de Ledn.

© Cultural visits and international networking. - U ®

( Student Feedback: >

100% would recommend the training program. °

100% excellent satisfaction level. < .

90% found the content highly relevant and useful. — o




Wl
L)
R I,

Cybersecurity
Summer

Bootcamp

pla Faipen OAS ‘ More rights ﬁ universidac
L . ‘ for more people x *ledn

With the collaboration of:

Canada



https://www.incibe.es/en/events/summer-bootcamp

