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General Information

Objectives:

1.To provide training and coaching on the latest
techniques in the fight against cybercrime,
management of cybersecurity incidents and
legislative aspects to be considered in relation to same.

2.To improve coordination in incident and cybercrime
management.
Practical format

Languages of delivery:

0 Spanish: all tracks
0 English: CSIRT or CERT (basic and advanced level)
o French: PM/Cyberdiplomacy

For the FFCCS and CSIRT or CERT tracks, two levels
of difficulty are established: basic or advanced

International event, free of charge
Exclusive, cutting-edge training of the highest quality

Novel issues and the most recent trends in detecting
cybercrimes

Practical workshops given by the best professionals
High-level networking opportunity with the attendees

Target Audicence:

© Law Enforcement Agencies (LEAS):
members of law enforcement agencies that work in
operational units relating to cybersecurity.

0 CSIRT or CERT: Technical personnel who work in
Incident Response Centres.

o Public prosecutors: active personnel from public Q% ;Cyb ~rSBC202:
prosecutors’ offices who work on cybercrime or
cybersecurity cases.

o Judges and magistrates: active personnel from
judicial or tax authorities, magistrates and State's
attorneys who work on cybercrime or cybersecurity
cases.

0 PM/Ciberdiplomacia: policy makers, political, regulatory or
legislative stakeholders: personnel working in areas regarding
legal and regulatory aspects of cybersecurity, policy makers,
cybersecurity strategies and diplomacy.

More information at: https://www.incibe.es/en/events/summer-bootcamp/




Event Characteristics

International training programme specialising in cybersecurity.

5 different tracks | 182 teaching hours

o 39.5-hour programme aimed at members of law enforcement agencies working in

operational units related to cybersecurity (LEAS).

o 37-hour programme aimed at technical staff working in security incident response

centres (CSIRT).

0 37-hour programme in English aimed at technical staff working in security incident

response centres (CSIRT).

0 15-hour programme aimed at active members of the judiciary.

0 17.5-hour programme aimed at active members of the public prosecutor's office.

© A 37-hour programme aimed at staff from regulatory or legislative bodies working in
areas related to the legal and regulatory aspects of cybersecurity (Policy Makers).

* Hours are indicative and subject to change.

Workshops given by leading experts on relevant and current issues for each of the

5 specialisations.

Training Programmes”™

Law enforcement agencies (LEAs):

The cybersecurity track for security forces
covers different areas that are crucial for
combating cybercrime. Includes subjects like
OSINT for police investigations, use of Al by
cybercriminals and a series of current issues.
This training will provide professionals with the
skills necessary to tackle the current digital
threats and protect society.
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CSIRT operations:

Our specialised cybersecurity track for
CSIRT/CERTA team develops essential areas like
cyberpatrol techniques, incident response,
threat detection and monitoring, a broad
training programme for tackling cybercrime
challenges with the best practices and tools in

the sector.



Judge’s programme:

The cybersecurity track designed exclusively
for judges, a pioneering initiative that provided
deep understanding of the complexities of
cybercrime and gives professionals the right to
tackle these challenges in the judicial system.
Through a practical and updated focus, this
course covers crucial issues that allow judges
to acquire the knowledge they need to tackle
cybercrime efficiently.

Prosecutor’s programme:

The cybersecurity programme designed for
prosecutors is a unique opportunity to
improve skills to tackle cybercrime in the
legal system. This track offers an integrated
approach that develops the knowledge
needed to successfully tackle the challenges

of the digital word.

Programme for policy makers
and cyberdiplomats:

This programme provides participants with the
tools and knowledge necessary to develop
effective policies and strategies in cybersecurity,
and to promote international cooperation and
the creation of skills in this field that is so
important to national and global security.




Other activities

Activities to promote networking among attendees and the need for collaboration
among them.

o Role Play: practical and
collaborative cases in which
profiles from the different specialities
participate and give their point of
view in order to resolve an incident.

o Practical Workshops: offering
realistic cybersecurity crisis situations,
where participants must make quick,
effective decisions to manage the
situation. This includes coordination
with other government agencies,
communications with the public and
strategic decision making in real time.

o Leisure activities: guided tours of the
city of Ledn and visits to the most
emblematic monuments, promoting
the dissemination of the activities on
social networks.

Expert talks on different current topics, ongoing research and new tools related to
cybersecurity and other areas.




Results of 2023 Edition

Face-to-face format with 260 participants from 25 countries.
4 hours of keynotes and masterclass.
Specific training:

o Police investigation: 35 hours of training

o CSIRT operations: 37,5 hours of training

o Prosecutors: 17 hours of training

o Judges and Magistrates: 17 hours of training

o Political, regulatory or legislative stakeholders:
22 hours of training

80 speakers and 8 international keynotes speakers.

< Participant’s feedback:>

100% would recommend the training programme
100% excellent level of satisfaction

90% of the contents were of great interest and usefulness
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