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La compafiia de salud, una de las mas grandes
de Espafa, Il e el 11 de septiembre sin
poder operar con normalidad debido aun
potente ataque ransomware
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Ataque al SEPE: iSe
pagaran las prestaciones
nor desempleo y ERTE?

egnin ha asegurado el Ministerio de Trabajo y Economia Social
obre el ataque informético al SEPE, "durante este incldente no ha
abido sustraccion de datos”
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Cada vez mas digitalizados, pero menos protegidos

El auge del teletrabajo por la pandemia ha aumentado notablemente los ciberatagues, pero los escasos
expertos en este campo no alcanzan a cubrir la demanda existente
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Y ademas... la guerra de Ucrania

Espaiia eleva su nivel de alerta ante el temor a
ciberataques rusos

El Confidencial

OFENSIVA MILITAR Y DIGITAL

Ciberataques "a otro
nivel" contra Ucrania: la
prueba que apunta a

= ELPAIS Robles ordena buscar mas armamento para realizar nuevos envios a la resistencia

ucrania
' i [
hackers' rusos n—
Los ataques de denegacidn de servicio (DDoS) LOS C(
colapsaron las webs institucionales de Ucrania
horas antes del atagque de Rusia. El Gobierno Ucran
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La ciberseguridad y el cibercrimen no son una
amenaza nueva

Cybercrime, a constant threat
Main threais detected by Enisa in 2020 and 2021

Ransomware: aliackens encryp! an organisalion's

Thieals agains! dala: o daia breach or dala @
data and demand payment to restore access

lzak s the release of sersifive, confidential
of protected date to an untrsted enviecnment

Malware: software Infended to perform an
unauthorised process that will have an
advesa impact on the confidentialiity.
integily, or avaicbility of a system

Cryplojacking: a ciminal secretly
wses a viclim's computing power
to generate cryplocurency

E-mail related threats: o bundle of threats
thot expicil weaknesses in the human psyche
and in everyday habits, rather than technical
vuineratilifias in information sysiems
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O Service (DoS) and Web Allacks stand oul
Disinformation: spured by the
increcsed we of social media

platfarms and onine media
ey

Threats against avallablity and Integrity:
@ plethora of frweals and ottacks,
among which the famiiies of Denial of

Non-malicious threats: fhreats where
malicious infent is not apparen!, mosily based
on humaon erors and system misconfigurations
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Commiission

THE EU’S CYBERSECURITY
| STRATEGY FOR THE -
| DIGITAL DECADE |

16 December 2020
#DigitalEV #Securityunion

EVERYONE should be able to safely live their digital lives. The EU’s
economy, demaocracy and soclety depend more than ever on secure and reliable

digital tools and connectivity we need to protect.
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3 areas de actuacion

@ Resiliencia, soberania tecnolégica y liderazgo

> Generar capacidades operativas para prevenir,

recuperar y responder ante ciber-ataques

0/X0 Trabajar en un ciberespacio mas abierto y global a través de un
G f i 1) incremento de la cooperacién (Europea e internacional)
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Pilares de la estrategia

Legislacion (;)

., P
Coordinacion —
BMg

Financiacion
Directiva NIS, Legislacion
sectores criticos, CyberAct

Blueprint, Joint Cyber Unit, 5G
toolbox
Horizonte 2020, Horizonte
Europa, CEF y Digital Europe
Programme
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(@) O B nhttpsy//eybersecurity-centre.eurapa.cu/index_en B

Home Governing Board National Coordination Centres News

EURCPEAN CYBERSECURITY

===
U ECCCm #DigitalEU #CyberSecurity

COMPETENCE CENTRE

European Commission > European Cybersecurity Competence Centre and Network

European Cybersecurity Competence Centre and Network

The European Cybersecurity Competence Centre (ECCC) aims to increase Europe’s cybersecurity
capacities and competitiveness, working together with a Network of National Coordination Centres
(NCCs) to build a strong cybersecurity Community.
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Cluster -3 en Horizon Europe (1.600 M€ de un total

de 95.500 M€)

Pillar 1
Excellent Science

European Research Council

Marie Sklodowska-Curie
Actions

Research Infrastructures

Clusters

Pillar 2

Global Challenges and
European Industrial
Competitiveness

Pillar 3

Innovative Europe

Health

Culture, Creativity and
Inclusive Society

Civil Security for Society
Digital, Industry and Space
Climate, Energy and Mobility
Food, Bioeconomy, Natural
Resources, Agriculture and
Environment

European Innovation Council

European innovation
ecosystems

European Institute of
Innovation
and Technology

Joint Research Centre

Widening Participation and Strengthening the European Research Area

Widening participation and spreading excellence Reforming and Enhancing the European R&I system
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Cluster 3: Cybersecurity

« Capacidades para la autonomia estratégica / \

. CYBERSECURITY
« Sistemas basados en IA robustos y seguros

« Criptografia post-cuantica
({? [0lO

« Privacidad y gestion de identidad @/l®@
«  SWy HW ciber-seguro

—
—
Centro de Competencias Europeo en %} o

Ciberseguridad (+2.000 M€ en 7 ainos®) \ /
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Cluster 3: Infrastructure Protection

/

. ) i . . INFRASTR.
* Resiliencia, autonomia y Seguridad en el suministro. PROTECTION

Ambito fisico y ciber de las ICs

- Sistemas de gran escala interconectados, abarca todo

. >scala int cta >
tipo de amenazas: fisicas, ciber e hibridas. l >
0

0 ; o
H b
R FOOD €& LEGAL CHEMICAL &
ORDER AND NUCLEAR RESEARCH
SAFTY INDUSTRY \

| N
GOBIERNO  MINI STERIO L 4
DE ESPANA DE CIENCIA
E INNOVACION

NNOVACION

HORIZONTE

EUROPA el U

@HorizonteEuropa

"""+ Divisién d

11



La Implementacion: Programa de trabajo 2023 - 2024

EN

Horizon Europe

Work Programme 2023-2024

&. Clvil Security for Soclery

{Enrapea Compuizzion Decision (720027550 of f Decsmbar 20221
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Publicacion*

https://ec.europa.eu/info/funding-

tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-

2024/wp-6-civil-security-for-society horizon-2023-

2024 en.pdf
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2023-2024/wp-6-civil-security-for-society_horizon-2023-2024_en.pdf

Convocatoria 2023 (provisional)

Junio-Noviembre 2023 F

. HORIZON-CL3-2023-CS-01-01: Secure Computing Continuum (loT, Edge, Cloud, Dataspaces)
. HORIZON-CL3-2023-CS-01-02: Privacy-preserving and identity management technologies
. HORIZON-CL3-2023-CS-01-03: Security of robust Al systems

. HORIZON-CL3-2023-INFRA-01-01: Facilitating strategic cooperation to ensure the provision of
essential services

. HORIZON-CL3-2023-INFRA-01-02: Supporting operators against cyber and non-cyber threats to
reinforce the resilience of critical infrastructures

. HORIZON-CL3-2023-FCT-01-06: Enhancing tools and capabilities to fight advanced forms of cyber
threats and cyber-dependent crimes
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https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2023-cs-01-01;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355274;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2023-cs-01-02;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355274;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2023-cs-01-03;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355274;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2023-infra-01-01;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355271;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2023-infra-01-02;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355271;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2023-fct-01-06;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355265;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState

Convocatoria 2024 (provisional)

Junio-Noviembre 2024 F

. HORIZON-CL3-2024-CS-01-01: Approaches and tools for security in software and hardware
development and assessment

. HORIZON-CL3-2024-CS-01-02: Post-quantum cryptography transition
. HORIZON-CL3-2024-INFRA-01-02: Advanced real-time data analysis used for infrastructure resilience
. HORIZON-CL3-2024-FCT-01-06: Tracing of cryptocurrencies transactions related to criminal purposes
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https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2024-cs-01-01;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355274;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2024-cs-01-02;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355274;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2024-infra-01-02;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355271;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/topic-details/horizon-cl3-2024-fct-01-06;callCode=null;freeTextSearchKeyword=;matchWholeText=true;typeCodes=1,0;statusCodes=31094501,31094502,31094503;programmePeriod=2021%20-%202027;programCcm2Id=43108390;programDivisionCode=43118971;focusAreaCode=null;destinationGroup=45355265;missionGroup=null;geographicalZonesCode=null;programmeDivisionProspect=null;startDateLte=null;startDateGte=null;crossCuttingPriorityCode=null;cpvCode=null;performanceOfDelivery=null;sortQuery=sortStatus;orderBy=asc;onlyTenders=false;topicListKey=topicSearchTablePageState

NCPs en el Cluster 3

marina.cdti@sost.be ripaca@inta.es
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Funciones de las National Contact Points (NCPs)

+ Asesorar a los participantes = Prestar sus servicios a todo tipo

de organizaciones (Universidades, OPIs, PYMES, etc.)
* Promocionar selectivamente el Programa: organizando y
participando, infodays,, conferencias, ferias, etc.

« Organizar talleres de preparacion de propuestas por colectivos o

tematicos. NCPs
« Y ademas-> Servicio GRATUITO de REVISION DE PROPUESTAS

* Prestar servicio activo de difusiéon de informacion
Contribucién a Aconsejar,
los objetivos ayudar y formar
e IDEAS DE PROYECTOS
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*  Promover el liderazgo de entidades espainolas en propuestas

+ Busqueda de socios

@HorizonteEuropa 16



Canales de informacion

Portal Horizonte Europa | Horizonte Europa

www.horizonteeuropa.es

Al N I S
o Telegram ﬂ HS5

- - =Y

EUROPA INNOVADORA

RSS
Boletines informativos: Canales RSS | Horizonte Europa
Noticias | Horizonte Europa RSS disponibles
Telegram ® Horizonte Europa

E&d te Enero de 2022
Ciencia Excelente

Telegram | Horizonte Europa

= SR o Conse i‘.b—. apet de Investigacion [ERC
= inf :|..|...-|. ir -..'-.;-_ I .
HORIEONTE Bandeja de entrada
EUROPA e Desafios Mundiales
Grupo especializado en Cluster 3 : NIS—TY S— R ki i
. . orizonte curopa ementos eliminados Cultira, Creatividad y Sociedad (nclusiva
https://www.linkedin.com/groups/12019519/ E—— I — :
ks et Coreon dsesdo

Eurcpes (UE) pars ¢ periado 2021 -2027, =1

Fuente "2~
= Abrir en ventana nueva

Accic

m Cons. MNueva carpeta...

Espac B Agregar una nueva fuente RS5...
Sequi B Jmportar un archivo OPML...

HORlZONTE Carpeti ERN!

- **
A " Divisién de I PAN
« -+ Programas de la UE Copi
LR hacta | Lopiar carpeta

@HorizonteEuropa 17



https://www.linkedin.com/groups/12019519/
https://www.horizonteeuropa.es/
https://www.horizonteeuropa.es/info/telegram
https://www.horizonteeuropa.es/info/canales-rss
https://www.horizonteeuropa.es/noticias-programa?id_programa=102
http://www.horizonteeuropa.es/

Vuelven las listas de distribucion CDTI por e-mail

1. https://lwww.cdti.es/index.asp?MP=8&MS=69&MN=2

2. Si ya eres usuario y deseas modificar la inscripcion a las listas, a la derecha de la pagina

introduce la direccion de e-mail y revisa lo necesario.

3. Si te inscribes por primera vez, tienes que ir bajando en la pagina hasta llegar al
subdirectorio de Programa Marco de 1+D+l de la Unién Europea (titulo en amarillo).
Click en Programa Marco — Sociedades Seguras (titulo en azul) .

Hacer click en “inscribirse” al final de la pagina.

4. Aparecera un formulario de inscripcién que debéis rellenar para grabar el registro.

[
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https://www.cdti.es/index.asp?MP=8&MS=69&MN=2

Vuelven las listas de distribucion CDTI por e-mail

Programa Marco de H+D+l de la Unién Europea

& Programa Marco - Informacion general

& Programa Marco - Tecnologias de la Informacion y la Comunicacion

& Programa Marco - Nanotecnologias, Materiales Avanzados y Fabricacion y Transformacion Avanzadas

ES Programa Marco - Espacio

& Programa Marco - Salud, cambio demografico y bienestar

& Programa Marco - Seqguridad alimentaria, agricultura y silvicultura sostenibles, investigacion marina, maritima y de aguas interiores y bioeconomia
& Programa Marco - Energia Segura, Limpia y Eficiente

& Programa Marco - Transporte Inteligente, Ecolégico e Integrado

& Programa Marco - Accian por el clima, medio ambiente, eficiencia de los recursos y materias primas

& Programa Marco - Sociedades Seguras - Protegiendo la libertad y seguridad de Europa y sus ciudadanos

[J Secure Societies - General

ES Programa Marco - SOST

Eimamaiamiamir Mammaraniam labnmmaniamal
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Consultation period: 01 December 2022 - 23 February 2023 (midnight Brussels time)

(D)

PUBLIC CONSULTATION ON THE PAST, PRESENT AND FUTURE

OF THE EUROPEAN RESEARCH & INNOVATION FRAMEWORK
PROGRAMMES 2014-2027

= European

- | #EUHaveYourSay

https://ec.europa.eu/eusurvey/runner/Horizon2020HorizonEuropeStrategicPlan2025-2027
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— : NNOVACION
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https://ec.europa.eu/eusurvey/runner/Horizon2020HorizonEuropeStrategicPlan2025-2027

SECTION A About you

Horizon 2020

SECTION B Evaluation 2014 — 2020

Horizon Europe

SECTION € Evaluation 2021 - 2023

Horizon Europe Strategic Plan

SECTION D 2025 - 2027

Lessons learned and
messages for the future

SECTION E
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+info sobre programas y ayudas CDTI
para
proyectos de |+D empresarial e innovacién

You

@CDTI_innovacion
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